Working Securely from
Anywhere: Introduction
and Core Principles

-

Modern workplace is perimeter-less:
remote and hybrid work are permanent

Office-bound security models fail
against 'work from anywhere' reality

Zero Trust core mindset: 'never trust,
always verify' every access

Identity, device, and context validated
for every single request

Shared responsibility: security is \
everyone's role, not just IT's . I N, T
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The Current Threat Landscape for Remote Work

CONGNCORCIAC)

92% of security incidents involve
a remote worker device or connection .-+ "

Breaches with a remote factor
cost $1.07M more on average

Remote access services are the v N
entry point for 87% of ransomware claims o

Cyberattack volume targeting
remote infrastructure surged 238%

Remote workers are prime targets for N
phishing, credential theft, and social engineering . 570, 1



Securing Your Physical Environment

Use privacy screens and
position monitors away from
walkways and windows

Never leave laptops, phones,
or tablets unattended in
public spaces

[ MONITOR ANGLED
AWAY FROM WINDOWS
AND WALKWAYS

Lock devices when stepping
away; enable auto-lock Lol 4
within 2-5 minutes ol h,

DEVICES SECURE
AND OUT OF SIGHT
WHEN NOT IN USE

WALKWAYS
VISUAL ACCESS
RISK

Shred sensitive documents
and maintain a clean desk
policy for digital and
physical files
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Fortifying Your Home Network

- Change default router admin
credentials, disable WPS "
@ . \I:}UEC')FTJ:.'(ORK
- Enable WPA3 encryption (or

WPA2-AES) and update firmware

PERSONAL
DEVICES
- Create a dedicated Wi-Fi
network for work devices =
DEVICES
- Segment loT and personal
devices using VLANSs or S —
guest SSIDs DEVICES
- Beware: QR-code Wi-Fi sharing |. {/ °® .\\\ o
and client isolation bypasses persist -/ \l.‘,f NETWORK
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Secure Network Connections: VPNs and Beyond

UNSAFE PUBLIC WI-FI SECURE VPN TUNNEL
- Untrusted Network | Encrypted « Authenticated  Protected

@ Public Wi-Fi risks: man-in-the-middle, evil twins, session hijacking

a /) Always use corporate VPN to encrypt all traffic in transit
e]P Split-tunneling: choose split-include (default-permissive) or split-exclude (default-secure)
& Non-tunneled traffic bypasses security inspection, DLP, and threat detection

Use mobile hotspots or 5G as safer alternatives to untrusted networks




Device Management and Hygiene

AUTO-
UPDATE

EDR
SHIELD

BIOMETRIC

Enable automatic OS and
application updates to patch
vulnerabilities

Verify endpoint protection
(AV/EDR) is active and
monitoring continuously

Distinguish corporate-managed
devices from personal devices
(BYOD risks)

Enforce screen lock with
strong PIN, biometrics, and
auto-timeout

Start EDR in detect-only mode,
tune baselines, then enable
prevention




BYOD and Mobile Security

Top BYOD risks: data leakage, credential theft, and unmanaged device exposure
MDM manages the entire device; MAM containerizes only corporate apps and data
MAM enables selective wipe of work data without touching personal content

Enforce Conditional Access: require device compliance before granting access
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by MAM Container without affecting |

personal content. |
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Authentication and
Password Strength

e MFA blocks 99.9% of automated
attacks; always enable it

e Favor passphrases with 15+
characters over complex
composition rules

Use a corporate-approved
password manager to generate
unique credentials

e Eliminate forced periodic resets;
only reset on confirmed compromise

* Screen passwords against breach
corpuses to reject compromised
values
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Defeating MFA Fatigue and
Modern Authentication Attacks

Recognize MFA fatigue:
never approve an
unexpected push notification

Enable number matching ool A =
to stop blind push bombing il e O
attacks

Beware adversary-in-the-
middle proxies that bypass
standard MFA

Verify it's you

Enter the number
shown on your screen

742 39
Adopt phishing-resistant k. | | 2 BE
FIDO2/passkeys for R k3 |
privileged accounts i Rk .

Treat repeated MFA prompts
as an attack signal, not
user noise
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Phishing, Smishing,
and Vishing Threats

Your delivery is on hold
due to an unpaid fee.
Please update \,'our.
information to avoid
additional charges.

solve

Tap the link 10 1€

NOW.

Smishing click rates of 19-36%
far exceed email's 2-4%

Al erases poor grammar,
enabling personalized mass attacks

Toll, delivery, and refund lures
are the most common themes

Vishing surged 28%+;
voice and SMS should be
treated as one threat

Always verify suspicious requests
through an out-of-band channel




' ‘Deepfake and Al-Driven Social Engineering

REAL EXECUTIVE DEEPFAKE VIDEO CALL
Al clones voices from 3 sec (LIVE VIDEO CALL) (SYNTHETIC)
of audio; video deepfakes —_— , — —_—
stage synthetic Zoom calls

o Arup lost $25.6M after a
finance employee was
deceived by a fully synthetic
video conference

* 53% of organizations had
an executive impersonated;
62% faced deepfake social
engineering

Skin texture
| smearing |

* Mandatory out-of-band
callback verification for all
financial and sensitive

®
requests Consistent lighting, natural Multiple synthetic artifacts: lighting
movements, and synchronized mismatches, unnatural facial movements,
¢ Integrate deepfake audio-visual behavior. poor edge defintion, and audio desync. )

simulations into training— )
standard phishing modules
miss this threat

Deepfakes are advancing rapidly. Verify before you trust.
Use out-of-band verification for all financial and sensitive requests.



Data Protection and Secure Handling

@

e Classify data: public, internal,
confidential, restricted

e Use only approved platforms;
never personal cloud storage

e Encrypt at rest (full-disk)
and in transit (TLS 1.3)

e Comply with GDPR, CCPA,
and remote data regulations




Safe Use of Generative Al and Collaboration Tools

A N RN O M

“- Never paste PIl, source code, or

trade secrets into public Al assistants”

“~ Use only enterprise Al tools with
data processing agreements that
prevent model training”

“-~ Secure video conferences with
waiting rooms, passcodes, and
screen share controls”

“~ Audit third-party integrations and
Al meeting assistants for data
privacy risks”

“- Treat Al prompt boxes as public |
megaphones, not private assistants”




Incident Response for Remote Workers

Q

Recognize incidents:
ransomware messages,
unauthorized access,
malware alerts
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Stop and isolate:

disconnect network,
but do NOT power off
the device

.
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Report immediately:
contact IT Security,
SOC, and your manager
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Preserve evidence:
never delete suspicious
files, emails, or logs
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Ransomware-Specific
Response Procedures

® “Confirm the incident, then
isolate backup infrastructure
first to prevent encryption.”

“Isolate affected endpoints
at the EDR layer before
network-level disconnection.”
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“Reset all privileged credentials
and disable compromised
accounts in Active Directory.”
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“Preserve forensic evidence
(memory captures, ransom
notes) before powering down.”

“Verify backup integrity in
an isolated environment
before any restoration attempt.”




Building a Personal Security
Routine and Assessment

Run daily checklist: updates, VPN MMM 7 .
stlja:us?IhXF%,e:ndIZp;iyZi:ze Mp K‘LPP Mﬂ

Complete home-office self-assessment DAILY SECURITY CHECKLIST

using the security rubric
Follow security newsletters, internal @ VPN {\/'

KBs, and phishing alerts
Pa.ss the final knowledge check' to @ MFA @
reinforce the anywhere-work mindset
= @ UPDATES (/]
-
6]
& APP HYGIENE @




PersonWise.

PersonWise - Al digital-human course platform

Scan the code or click anywhere to watch this course live, with voice Q&A
personwise.ai/t/f2a4037f/public


https://personwise.ai/t/f2a4037f/public?entry_surface=public_courseware_pdf

