Cybersecurity
Risk Assessment
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| - Systematic process for identifying, analyzing, o R
and evaluating digital asset risks o - R

- Converts uncertainty into prioritized,

| : : 5
business-aligned decisions

- Output: evidence-based risk register .
linking threats and controls

| = Mandatory under NIS2, DORA, ISO 27001,
HIPAA, NYDFS

- Goal: build a repeatable, continuously
maintained assessment capability
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Core Concepts and Terminology

® Foundational terms: asset, threat

source, threat event, vulnerability,
likelihood, impact (%)

THREAT ~N
* Risk is a function of likelihood of SOURCE /* A\, °
occurrence and potential adverse / RI_SK
impact || LIKELIHOOD
* Threats exploit vulnerabilities _ IMPACT

"\ LIKELIHOOD

to cause harm

* Risk assessment identifies and
prioritizes; risk analysis estimates;
risk management decides treatment

DEFENSES

£ o000

THREATS

® (Qualitative use ordinal bands vs VULNERABILITY

quantitative dollar-denominated ? * » 5
loss estimates




Risk Assessment Frameworks and Standards
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NIST SP 800-30 ISO/IEC 27005 FAIR v3.0
nine-step, prescriptive, flexible five-step | Risk = Threat Event \
threat-catalog-driven, cycle for ISO 27001 Frequency x Vulnerability x \
government-aligned certification Loss Magnitude

NIST SP 800-30: nine-step, prescriptive, threat-catalog-driven, government-aligned
ISO/IEC 27005: flexible five-step cycle for ISO 27001 certification

FAIR v3.0: Risk = Threat Event Frequency x Vulnerability x Loss Magnitude

FAIR output: probability distribution of financial loss, not a color |

Select by regulatory needs, maturity, and governance vs. financial justification

Mature teams layer: ISO/NIST for process, FAIR for top 10-15 risks



Scoping and Asset Identification

000
e Define assessment boundary, Gy
system scope, data flows,
and exclusions - -

® |nventory hardware, software,
data, people, processes,
and third parties

o Classify data by sensitivity,
criticality, and regulatory
requirements

® Value assets by business
impact, not just replacement cost

® Name an owner for every
critical asset




Threat and f \
Vulnerability b,é:f:r"e’

Identification | |
OR
— Rl ===
* - Threat sources: adversarial, 1 ,
accidental, structural, environmental Compromise Escalate
Initial Access Privileges
* - Vulnerabilities: CVEs, misconfigurations,

control gaps, policy flaws
* - STRIDE models threats using ‘[ ‘ l | ‘ |

data flow diagrams
Q\ Find ;'i: Exploit Gain Valid Exploit
o - Attack trees map step-by-step Vulnerability Vulnerability Q Accounts ‘v~ Misconfiguration
attacker paths with AND/OR logic ” —
1 “ - I Sen '
* - Use MITRE ATT&CK and CISA f /,m\ : ,«"’”:x j ’,:m% 1
advisories for real-world intelligence ot e A -

o
& CVEs =0~ Misconfigurations @ Control Gaps % Policy Flaws




ANALYZING LIKELIHOOD AND IMPACT

Combining Threat Event Probability with Adverse Impact Probability

WHAT WE ASSESS 5x5 RISK MATRIX SCALE DEFINITIONS
¢ Combine the likelihood of a threat event IMPACT LIKELIHOOD SCALE
with the likelihood and magnitude of (Inherent) Score Band Description Indicative Frequency
adverse impact 1 2 3 4 5 - Almost Expected to occur in > 1 per year
: - . Very Low Low Moderate High Very High Certain most circumstances
* Assess impact across four dimensions: == % Will robabl i =
= k d . 5 4 Likely oo Propa sty DECHE 0.1 -1 per year
Financial, Operational, Reputational, in many circumstances
Almost Medium Medium 0 p ' q .
Regelatgry Certain 3 Possible Might o(::n:reat same 0.01 - 0.1 per year
¢ Use a 5x5 risk matrix calibrated to our & 4 sl et : 2 Unlikely Cg:t'de:::z:;"‘ 0.001 - 0.01 per year
risk appetite o Likely e - May occur only in
(o] E 1 Rare exceptianal < 0.001 per year
== g 3 > = circumstances
i i -i — ] Medium Medium ; 0 - J
* Matrices str.l.fggle with extreme-impact, il £| Possible
low-probability events—supplement X = IMPACT SCALE (Across 4 Dimensions)
i i i ~ | Financial | | T e
with scenario analysis 2 : : e Ssaiiiin : Score Band i | o | - :
likel T Sew Citical breach /
Unlikely 5 Very High > $100M Smrgg:mpllon ma::t UC;nse ::
i " impact | risk
1 | Maiordisuntion | Major | Material fine /
Medium Medium i S10M - Maijor disruption i ol Bt
Rare : ° . 3 % i HIOOME | =00 sttonticn | Legllllml';r"m
$IM- | Moderate disrupti Natabl Reportabl
3 Wcderdte stom | 1ri?d:;: i i | b
B Low Medium [ High I Very High $100K- | Minordisuption | Limited | Minor violation/ |
2 Low sim | <1 day interest Low fine
1 Very Low < $100K Neghigiblaimpact | ° ?:mue ! Ne i’:fp':ﬁw
ASSESSMENT APPROACH EXAMPLE: FINANCIAL IMPACT DISTRIBUTION MATRIX LIMITATIONS & COMPLEMENTARY PRACTICES
e P50
SUAdI;:iTAEI:E ;Dte“f iptive 53‘“:55) . Bid $5M 696 A Risk matrices are less effective for
CI:ity qus ::i:focr,r:;;ujr: d;c:.:"n::tency o $500K | $50M extreme-impact, low-probability events.
Use complementary practices:
SEMI-QUANTITATIVE (Numeric Bins) L e
Use numeric bins for impact to improve * Scenario analysis and stress testing
comparability without implying false precision. ¢ Expert elicitation
¢ Early warning indicators
s QUANTITATIVE (Dollar Distributions) e Resilience and response planning
For financial impact, model a range of possible $ ' . 4
100K $1M $10M $100M $1B : x
outcomes (e.g., P10 / PS0 / P90) rather than * Review and challenge assumptions regularly

a single point estimate. Financial Impact (USD) - Log Scale

CALIBRATION TO RISK APPETITE

Align risk appetite with strategy, -
capital, and stakeholder S

expectations.

Set thresholds for Low / Medium / )
High on the matrix based on

what we are willing to accept.

Ensure consistent application,
document rationale, and

avoid false precision.

/ \ Review and recalibrate as the

\ ‘/ business, threats, and external

environment change.




Risk Evaluation and Prioritization

RAWRISKS -

- Compare scored risks against
defined risk appetite and
tolerance thresholds

- Prioritize by severity,
exploitability, asset criticality,
control effectiveness, and
business impact

- Choose treatment: mitigate,
accept, transfer, or avoid—
assign owners and rationale

- Translate findings to financial
exposure, operational disruption,
and regulatory consequence

- Document decisions; quick
wins first, then high-risk
complex items

MITIGATE ACCEPT TRANSFER AVOID




Reporting and Documentation

Risk assessment report: scope,
methodology, findings, register,
recommendations

|
1

® Executive

Summary

Risk register: asset, threat,

vulnerability, likelihood, impact,

owner, status

5“"6 Inherent vs. residual: document
=L both to show control value .
® Technical

Register

1 X Audience-specific: business terms

"7 ) . :
for executives, details for IT
= Treatment plans: actions, owner,
== - u ST -
= timeline, resources, verification

method



Continuous Monitoring and Review

@ - Assessment is a recurring
process, not a one-time project

@ - KRIs signal risk
deterioration early

@ - Incidents and system
changes trigger reassessment

@ - Automated monitoring
maintains situational awareness

@ - Annual full reassessment
at minimum
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ANNUAL FULL
REASSESSMENT

REASSESSMENT
TRIGGERED

VULNERABILITY

e

AUTOMATED
MONITORING

GAP

-

SYSTEM
CHANGES

/N

INCIDENTS




Practical Implementation
and Tooling

* Define methodology, templates, —
scoring criteria, roles, and / \ -
cadence first / GRC PLATEORM \ /ﬁ

® Use GRC platforms, scanners, 1

inventory tools, and
elegagietors / L] riskReGISTERS l

® Automate CVSS mapping to - T .
asset classification for % INVENTORY TOOLS \
risk scoring T

e Start with NIST CSF 2.0 and
spreadsheets; mature to / q SCANNERS \
platforms

1

® Assign named risk owners —— :
and review dates for L ASSETS

every entry




Common Pitfalls and Lessons Learned

‘ - Checklist mindset misses real
business impact and threat scenarios.

- Scope gaps: legacy systems, L |
shadow IT, Al tools, third parties.

- Compliance does not equal security; &\ T N = o

breaches still occur.

'Y - Sugarcoating results hides threats
i behind a green dashboard.
g

- CISA: leadership miscalculated
likelihood and impact of known risks.

| —;\ - NYDFS: generic assessments fail
i regulatory scrutiny.



Executive and
Board Communication

= Quarterly updates plus one annual
deep dive; ad-hoc for material incidents

Translate technical findings into
financial exposure and operational
disruption

- Dashboards align to risk appetite;
use trends and heat maps, not raw
vulnerability lists

@@

gr‘% 2\ = Boards ask about appetite alignment,
__ investment rationale, and

incident readiness

- Escalate material incidents based on I*_I

financial impact within 24 hours

Impact




r’ - CISA red team compromised
a US critical infrastructure domain

L[ - Initial access: deprioritized
web server vulnerability

() - Failures: limited network controls,

overreliance on EDR,
weak identity management ‘ ‘

Li - LeaderShip miscalculated Limited Overreliance Weak
business risk; WAF in network on EDR identity
monitoring mode controls management

| = = =

(v] - Lesson: Layer controls; LB =

~ validate them, don’t just document

O
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Action Plan and Course Summary

IBQ)

N t N
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» Define scope » |dentify threats * Analyze e Prioritize and  Monitor * Risk
and identify and likelihood and assign continuously assessment is
critical assets vulnerabilities impact treatment a decision
owners engine
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PersonWise.

PersonWise - Al digital-human course platform

Scan the code or click anywhere to watch this course live, with voice Q&A
personwise.ai/t/df641021/public


https://personwise.ai/t/df641021/public?entry_surface=public_courseware_pdf

