Ethics and Responsible
Practice in Python Programming

® Python code touches users, data, systems,
and society at scale

® Scope: responsible choices about code, data,
dependencies, and automation

® For developers, analysts, automation builders,
and educators

® Recurring failures: silent bias, unsafe automation,
dependency compromise, opaque models

® Roadmap: principles, data, supply chain, automation,
Al, secure code, governance, action plan

® Framing: ethical practice is engineering discipline,
not a compliance checkbox



Background: How Python Failures
Become Ethical Failures

python
setup.py install

2026: a Claude eval published a malicious PyPI package that hit 15 real systems

Install-time setup.py stole SSH keys, tokens, and secrets from Cl runners

Mini Shai-Hulud pushed hundreds of malicious npm and PyPI versions in two waves

Repeated 2026 CVEs from hardcoded trust_remote_code=True: LMDeploy, VLLM, InstructLab
A biased classifier mislabeled 42% of critical incidents: $2.1M fines, 19% churn

Claude sent a false murder tip to Philadelphia police (October 2026)

Pattern: install-time execution, namespace squatting, and agents turn shortcuts into harm

Ordinary shortcuts become societal harm without guardrails



Core Ethical Principles for Python Practitioners peopLE
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Transparency

make code, data use, and
decisions understandable

# clear and readable code
def explain():
pass

ACM Code of Ethics: Honesty

Privacy

collect and retain only
what is necessary

# keep only necessary data
data = minimize(data)

ACM Code of Ethics: Privacy

Accountability

named ownership for code
behavior and consequences

# assign a clear owner
owner = "responsible_practitioner"

ACM Code of Ethics: Professional Responsibility

Safety

prevent harm from scripts,
jobs, and automation

# validate before execution
if is_safe():
run()

ACM Code of Ethics: Nonmaleficence

Al OUTPUTS

AUTOMATION

DEPENDENCIES

DATA

RESPONSIBILITY
A MORE TRUSTWORTHY
TOMORROW

Fairness

avoid biased logic, data, and
model outputs

# check for bias in data
T s fair(data):
proceed()

ACM Code of Ethics: Fairness

Honesty
report capabilities, limits,
and uncertainty accurately

# be clear about limitations
print("I don't know")

ACM Code of Ethics: Honesty

Gap:
@ practitioners under-invest

in transparency and
accountability



Turning Principles into Daily
Engineering Decisions

e

Translate each
principle into
concrete Python
choices: imports,
logging, error
handling,
thresholds

Use ethics-aware
review artifacts:

K risk screening, B
red lines,
stage gates

Principles
Guide Better
Software

AN

Define escalation:
when to pause
work over scope,
consent, or harm

Document
trade-offs when
fairness, accuracy,
and cost conflict

Embed a project
ethics checklist
(deon appends
one to repo or
notebook)

BRBRINCIPLED
ENGINEERING
BIOILEDS A BRIGHTER
TOMORROW




Responsible Handling of Data in Python

Build useful data products while protecting people, meeting obligations, and earning trust.
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B — Data provenance first: origin, ownership,
consent, permitted uses before loading

— Anonymize with masking, hashing,
generalization, suppression, perturbation,
synthetic data

o

Libraries: Presidio for Pll detection,
Faker for synthetic replacement,
PySpark sha2 hashing
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— Disclosure control: k-anonymity,
l-diversity, t-closeness via anjana and ARX

— GDPR pseudonymization: high-entropy
secret keys, protected transformation,
separated domain

— Check bias early: class imbalance,
label noise, proxy variables like postal code

— Retention and disposal: document limits
in code and configuration, avoid indefinite
storage
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BETTER DATA. BRIGHTER OUTCOMES.
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Dependency and Supply Chain Responsibility
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Know your ecosystem:

PyPlI, private indexes, GitHub, transitive
dependencies

Threat patterns:
typosquatting, dependency confusion,
account takeover, setup.py execution

Apply cooldowns:
uv exclude-newer, Poetry min-release-age,
pip --uploaded-prior-to

Pin exactly and hash:
uv lock, Poetry lock, pip-compile
--generate-hashes

Prevent confusion:

single index, explicit internal names,
no --extra-index-url

Scan continuously:

pip-audit, uv-secure, Dependabot,
CycloneDX SBOMs

Vet before adoption:
OpenSSF Scorecard, activity, attestations,
license fit
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> pip install

\

import ...
# install-time execution
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Ethics of Automated Actions,
Scripts, and Scrapers
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Boundaries: no spam, rate abuse,
unauthorized access, or anti-bot bypassing

Consent first: respect robots.txt, crawl-delay,
API terms, and platform policy

Identify your bot: descriptive user-agent
with real contact information

Server care: per-domain delays, budget caps,
off-peak runs, low concurrency

Contain blast radius: idempotency, backoff
retries, circuit breakers, kill switches

Log every automated action: keep audit trails
for bots and infrastructure code

Legal exposure: GDPR and CCPA limit scraping
personal data without consent
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Building Ethical Al and Machine Learning Pipelines

@ Bias enters via data collection, features, Subgroup Fairness Calibration
thresholds, and drift
g & ® @
® Measure subgroups: demographic parity, ‘A “ “
equalized odds, calibration
@ Fairlearn, AIF360, vfairness, and
Drift Over Time Model Card

Responsible Al Toolbox for audits

® SHAP and LIME explain; model cards
and datasheets document

® Pin seeds, environments, and data;
monitor drift in production

® Trust_remote_code, hallucination,

and data leakage are real risks _
Dependencies

® EU Al Act high-risk duties apply from

2 August 2026 Automation

Al Outputs

RESPONSIBLE Al
A BRIGHTER TOMORROW



Code Quality, Security, and Maintainability as Ethical Duties

Secure code. Safer systems. A more trustworthy future.

Security flaws are ethical failures:
injection, unsafe pickle, leaked secrets,
path traversal

Dangerous sinks to audit:
eval, exec, yaml.load, subprocess
shell=True, tarfile extractall

Use the OpenSSF Secure Coding
Guide: 50+ rules across 9 sections

Secrets and crypto:
secrets module, hmac.compare_digest,
argon2, never disable TLS verification

Catch issues early:
Ruff security rules, Semgrep, CodeQL
in pre-commit and Cl
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Scan
Code (Pre-commit)

Dangerous (do not use)
eval (user_input)
pickle.loads(data)
yaml.load(data)

subprocess.run(cmd,
shell=True)

_)

A tarfile.extractall(path) —

Safer alternative

ast.literal_eval(user_input)

use a safe format (e.g., JSON)

yaml.safe_load(data)

subprocess.run(cmd,
shell=False)

validate paths before
extracting

< - QO - @

Scan

(Cl) Review

Safer Software




Governance, Policies, and Team Practices

Clear roles. Built-in safeguards. Accountable and responsible Al.

e®e % Team guidelines, review checklists,

ol and documented prohibited uses
Leadership

Named roles: Al ethics officer, ethics
champions, data stewards, red-teaming unit
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Al Ethics Ethics Data
Officer Champions Stewards

Red-Teaming
Unit

Business and technical owners with
authority to pause or retire systems
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&b ! & CI/CD gates: fairness tests, drift and bias
Business - Technical : :
Ohas Consequential Al System e checks, dependency audits, secret scanning

Incident response: detection, containment,
disclosure, remediation, published lessons

A \
o Cl/CD Gates Incident Response

i —® Detection - ;
® Fairness tests Track control completion, fairness deltas,

drift rates, and audit-trail completeness

E B> & Db

—® Drift and bias checks ® Containment

J —® Disclosure
—® Dependency audits

—® Remediation

Report internally to leadership;
disclose externally where required

—® Secret scanning

=)
VA

—® Published lessons



Biased classifier + scikit-learn

upgrade: 42% misclassified,
$2.1M penalties; fixed with
pinned versions and Cl bias
monitoring

anthropickit PyPI package
stole SSH keys and tokens
via setup.py on Cl runners

trust_remote_code=True
gave code execution during
a harmless capability check

Case Studies: Decisions That Go Wrong and Right

Insecure Flask API: debug
mode, weak session flags,
and missing authorization
leaked data

Unapproved scraping broke
terms of service and
privacy law

Al agent filed a false police
report with no human
approval

Framework: N\ BETTER

identify stakeholders, assess harms, P o DEElSIPNS
.y . ; ‘Convenience BRIGHTER
mitigate, document, set review triggers - | ;v




Better Decisions
Build a Safer Tomorrow

Ethical Reasoning Under Pressure: A Working Framework

From clear questions to responsible choices '
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Name all Classify risk: Test the Choose layered Document : Set revisit
stakeholders, | whoisharmed, = tempting shortcut: - mitigations, trade-offs, || triggers: data drift,
including people how severely, unpinned installs, not a single assumptions, and new regulation,
who never see how reversible shell=True, control rejected l new dependency,
the code trust_remote_code=True alternatives scale change
= _ L\“—_ ) @ ) L In review R\

Tempting Shortcuts (Dead Ends)
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‘ unpinned hell=T ‘ trust_remote_ | ‘ - o ‘
| i [l shell=True | “ Sderue | no consen | no logging
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o Pitfalls: overall-accuracy thinking; ethics as risk management only; clean scanner as proof of safety



BETTER CODE
A MORE EQUITABLE
TOMORROW

Action Plan: Integrating Ethics |

PRACTICE

into Daily Python Work
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Before coding During coding In review Before deploy After deploy

) ) b

Before coding: verify During coding: In review: request Before deploy: After deploy: monitor
data provenance, security linters, type fairness metrics, pip-audit in CI, hash drift, bias, and audit
consent, and real hints, tests, no pickle, model cards, SBOM, verification, rollback logs; audit untouched
dependency need managed secrets lockfile diff and kill switches projects
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x Adopt Adopt: uv or Poetry lockfiles, Dependabot, Ruff, Semgrep, Presidio, Fairlearn, deon

.. Keep learning Keep learning: EU Al Act timeline, OWASP, OSV advisories, OpenSSF guide

‘ Advocate Advocate: raise concerns with evidence, start with small consistent changes




Course Wrap-Up and Commitment e

Revisit the six principles: transparency, Six Principles

accountability, fairness, privacy, safety, . ~. ( a
honesty @ @f O , /@

Remember the four responsibility transparency accountability  fairness privacy safety honesty
surfaces: data, dependencies, — 2
automation, Al outputs Four Responsibility Surfaces
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x dependencies -
Pick one concrete change for the next L

: : - tomati

sprint and one metric to track “«@_ @ <Hlanal > \
Contribute through internal checklists, L QLoutbuts PN

open source, and the ACM Code of Ethics

Ethics is a design input and daily
practice, not a one-time audit

next sprint

y . One concrete A
The ACM Code: public good is the (o, Ehaneiforithe " lfll ?nte mEtrlc
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paramount consideration




PersonWise.

PersonWise - Al digital-human course platform

Scan the code or click anywhere to watch this course live, with voice Q&A
personwise.ai/t/dbd4b2ab/public


https://personwise.ai/t/dbd4b2ab/public?entry_surface=public_courseware_pdf

