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An Overview

Ethics builds trust, accountability,
legitimacy, and public safety in defensive work

Practitioners hold privileged access and
dual-use skills; intent and restraint matter

Legal compliance is a floor, not a substitute
for ethical responsibility

Stakes differ for learners, juniors,
team leads, and educators

Roadmap: principles, law, privacy, disclosure,
Al, culture, daily habits, scenarios




Professional Codes and

Shared Ethical Standards

ISC2 Code of
. Older ISC2 canons ACM Code
Professional Conduct remain foundational

(2026) —
® |SC2 Code of Professional ® Older ISC2 canons remain ® ACM Code: public good,
Conduct (2026): ethics, foundational: protect robust security design,
integrity, confidentiality, society, act honorably, leadership responsibility
public safety serve competently
O 8 50/ Survey: 85% say a code O/ 86% cite stronger
COD% O of conduct is necessary |:|[| O ethics

ETHICS TODAY. A SAFER TOMORROW. ©



Core Ethical Principles for Defensive Security
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Least harm Proportionality Confidentiality and Integrity and Accountability

privacy transparency

minimize disruption, match monitoring own mistakes and

exposure, and and disclosure to protect data even document actions, outcomes of automated
unnecessary data documented risk when access is assumptions, conflicts, or delegated actions

collection signals technically possible and decisions



Legal and Regulatory Boundaries

=" Unauthorized access, interception,
_—Q) fraud, and data protection violations
" carry legal risk

government, and critical infrastructure
define authorized monitoring

/T Sector rules in healthcare, finance,

Incident reporting and breach
= A notification timelines vary by law and
sector, requiring coordinated filings

Critical
Infrastructure

Cross-border data handling and
jurisdictional risk matter for global teams

- Seek legal advice before ambiguous
8 Q authority, covert monitoring, or

high-impact disclosure



Reporting, Enforcement, and

Emerging Legal Pressure
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GDPR leads
enforcement:
€7.1 billion

in cumulative
fines, with new
2026 methodology

o
3 ©

NIS2 shows Cyber Resilience
formal orders, Act reporting

not fines; four starts 11 September
states referred 2026: 24-houir,

to CJEU in 72-houir, final

July 2026 deadlines

o
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Al Act penalties
apply, but national
enforcement
remains uneven
and largely not
operational
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Track legal triggers
that require
escalation,
documentation,
and external
reporting



Ethical Decision-Making
During Incident Response

Principles for responsible, effective, and trustworthy action.
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Speed versus Preserve forensic Communicate Avoid blame and

thoroughness: integrity and chain honestly and in scapegoating in
active incidents of custody while coordination with post-incident
pressure teams respecting users, regulators, reviews

to act before privacy executives, and
facts are clear law enforcement

Document

decisions and
assumptions so
they can be
audited and
improved




Privacy, Monitoring, and Surveillance Boundaries

When Monitoring Is Justified

Monitoring needs lawful
basis, transparency,
necessity, and 6 ﬂ

proportionality

Workplace consent is
rarely freely given; use ==

legitimate interest .
instead

Apply data minimization
and retention limits to
logs, packets, and
images

Managing Risks and Safeguards

Pseudonymize or
aggregate; assess
re-identification risks

High-risk monitoring
triggers a DPIA and
works council
consultation

Vet vendors; protect
special category data
and third-party sharing




Vulnerability Disclosure and Coordinated Response

CVD balances vendor remediation time,
public safety, and researcher transparency

Publish a clear vulnerability disclosure
policy with secure reporting channels

Use security.txt, timelines, and
intermediaries such as CISA or CERTs

Bug bounty and safe harbor programs
reduce legal chilling effects

Multi-party cases need one lead
coordinator and open communication

Credit researchers and support
remediation; avoid public shaming
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Al, Automation, and

Emerging Ethical Challenges

® Automated defenses can bring bias,
false positives, and opaque decisions

® Keep humans in the loop for
consequential actions and accountability

® Generative Al risks: data leakage,
attribution, IP, and misuse

® Offensive Al in defensive work needs
strict authorization and oversight

® When automation harms, assign
accountability to people and governance

® NIST Cyber Al Profile and OECD Al
principles stress traceability and oversight



Organizational Culture, Leadership,

and Speaking Up

® Culture enables or suppresses
ethics via incentives, norms,
and leader example

® Psychological safety supports
ethical voice and early escalation

® Security teams balance pressure
from executives, clients, and
law enforcement

® Conflicts of interest need
disclosure and structured review

® Documented channels and
whistleblower protections
make speaking up practical




Daily Habits and Practical Ethical Controls
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Run quick ethical checklists before monitoring, data access, or escalation

Document decisions and assumptions in tickets, runbooks, and case notes

Apply peer review and four-eyes principles to sensitive actions

Embed ethical reflection into rituals, mentoring, training, and incident reviews

Measure ethical practice through audits, retrospectives, and program reviews



Scenario 1: Insider Threat

Investigation Without Overreach

Suspicion is not proof: define
purpose, authorization, and least
invasive collection

Balance security telemetry and
behavioral signals against
employee privacy

Covert monitoring is a narrow
exception needing legal advice
and scope limits

Involve HR, legal, and security
early with clear evidence-handling
roles

Debrief against least harm,

proportionality, transparency, ' . INVESTIGATE RESPONSIBLY
accountablllty, fairness PROTECT PEOPLE




Scenario 2: Vulnerability Report

from an Unauthorized Researcher

@ Assess good faith and whether
safe harbor or policy applies

Separate legal posture from ethical
duty: validate, remediate, protect users

Decide when to involve CERTs, CSIRTs,
vendors, or regulators

Debrief on trust, transparency, and
avoiding chilling legal threats

Cz} Use coordinated timelines, secure
channels, respectful researcher experience



Scenario 3: Breach Response

with Conflicting Duties

Conflicting duties: users, regulators,
executives, law enforcement,
insurers, partners

Track notification deadlines @ C?J
alongside foren5|f: Investigation RegUlaters e
and reporting duties

Govern Al response tools:
sensitive data exposure and

opaque decisions O

Law : §~
Docu mgnt trade-offs and CFow Phrtnars
escalation paths; never conceal

or delay

Discuss: link scenarios to
principles, stakeholders,
defensible actions
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PersonWise.

PersonWise - Al digital-human course platform

Scan the code or click anywhere to watch this course live, with voice Q&A

personwise.ai/t/cec71eb0/public


https://personwise.ai/t/cec71eb0/public?entry_surface=public_courseware_pdf

