How to Review a Cybersecurity
Project: Overview and Objectives

. Independent review builds assurance, reduces
risk, and meets audit obligations

e®¢ Forsecurity leads, IT project owners, auditors,
and educators

9 Mindset: evidence-based, proportionate,
constructive, and independent

Roadmap: scoping, criteria, evidence, findings,
reporting, follow-up

— Outputs: clear conclusions, prioritized findings,
“® actionable recommendations

§ Distinct from architecture review, penetration
testing, and compliance review



Review Foundations: Standards, Frameworks, and Govermance

e NIST CSF 2.0: six functions, 106 EE:) m
subcategories, outcome-based

risk lan guage NIST CSF 2.0 ISO/IEC 27001:2022 CIS Controls v8
six functions, certifiable ISMS 153 prescriptive
g 106 subcategories, with 93 Annex A safeguards, prioritized
e [SO/IEC 27001:2022: certifiable ISMS outcome-based controls into Implementation
with 93 Annex A controls fisk{anguage Groups

e CIS Controls v8: 153 prescriptive
safeguards, prioritized into
Implementation Groups

® ¢ Governance

L J
AR  iccing committee, risk ownership, three lines model

® (Governance: steering committee,
risk ownership, three lines model

uw
4

Q Review criteria
(what good looks like)

@ Scope
(what we examine)

® Separate review criteria (what good
looks like) from scope (what we examine)

e Calibrate depth using maturity models, e Uing

risk appetite, and criticality scales I!l maturity models, risk appetite,
and criticality scales



Tiering and Scoping the Review

g

Translate project goals into
review questions and
success criteria

Risk-tier by data sensitivity,
exposure, business criticality,
and novelty

Define in-scope systems, data
flows, third parties, and
environments; document exclusions

Set depth from inherent risk,
not project size or team
ownership

Agree plan, timeline, and
communication needs with
stakeholders

Avoid late reviews, missed
dependencies, and scope drift

Project Risk Factors = Review Depth

Data sensitivity --
Exposure --
Business criticality --
Novelty --

)

Review Depth
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Security Gates Across the Project Lifecycle

BUILT-IN ASSURANCE FOR A SAFER TOMORROW
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Build and Release . Closure

verification

Q Q Q Q Q Q

Named Named Named Named Named Named
evidence evidence evidence evidence evidence evidence
required required required required required required

Six gates: initiation, requirements, design, build and verification, release, closure

Each gate decides pass, hold, or conditional approval — with named evidence required

Security approval is one input to a defined go-live decision, never an informal message

Material changes trigger security impact assessment and re-validation of prior approvals

Exceptions are authorised, time-bound, with compensating measures, owners, and expiry dates
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Closure transfers assets, risks, records, and open actions into normal operations



Design Evidence: Architecture,

Threat Modeling, and Controls

Review DFDs for processes, External
é_-?-a data stores, flows, and .
Fia trust boundaries 4

____________________ Trust Boundary

Validate threat models:
accurate diagrams, all threats Application Layer

v

identified, mitigations testable
-0

Match method to scope:
STRIDEMORdeSien, CASTAAIEr |1 S e S e e il = = Trust Boundary
business impact, attack trees
for goals

identity, access, encryption,
logging, resilience T 1‘ 1‘

Security Controls

E: } Map controls to threats:

Challenge security assumptions -
and find structural design flaws a a . a O

before build



Implementation and Operational Readiness Review

as designed in code and infrastructure

o Confirm controls are implemented ( l )

, EVIDENCE
b) Verify SDLC gates, change control,

and CI/CD trust edges are enforced

Challenge testing evidence: scans,
:Q SAST/DAST, dependency checks,
and penetrations tests

Reconcile penetration test scope,
attack paths, evidence quality,
and reproducibility

- Validate monitoring, incident response,
— backup, rollback, and third-party
supply chain readiness



From Evidence to Findings: Condition, Criteria, Cause, Effect

Five-attribute finding: condition,
criteria, cause, effect, recommendation

Root cause is most important:
fix should prevent recurrence

Write findings that can be
reproduced and retested

Let owners correct facts and
supply missing evidence

Avoid false assurance from tools
and false alarms from trivia

Separate systemic and recurring
findings from one-off issues

Finding

Condition

Criteria Root cause

is most important:

recurrence
Effect

Recommendation



Risk Rating and Prioritizing Remediation

® Rate by likelihood and impact in business context; state rating rationale in one defensible sentence.
® Prioritize by risk reduced, not effort; separate quick wins from structural fixes.
@ Negotiate ratings constructively when owners propose compensating controls; test effectiveness.
@ Assign owners, target dates, and retest criteria to every recommendation.
@ Risk acceptance is an authorized decision with a named approver, never a silent waiver.
A Prioritize by risk reduced
Quick wins
'S 0 Structural fixes
3
7 ssign owners
. ® Assig
<.' and target dates
Authorized
decision

Fikelihobd Retest criteria
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Reporting and Communicating Review Results

Strupture the report for thrge N\ Executive Summary
audiences: executives, project St 3o e Tt il
owners, technical teams decisions needed—under

two pages

Executive summary: scope, top |
business risks, decisions needed—

under two pages \, Findings Body
E Reproducible, actionable,

with clear evidence and
remediation steps

Findings body: reproducible,
actionable, with clear evidence
and remediation steps

Tailor language to each audience; 1nl @

control distribution by sensitivity o Al
egulators uaitors

Report to boards, regulators, and
auditors as required; log disagreements
and escalation paths

Preserve unresolved dissent and
document agreed secure transfer
mechanisms
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Follow-Up, Verified Closure, and Continuous Improvement

Track. Validate. Report. Authorize. Improve.

© 0000

Finding Remediation Retest Under Verified Continuous
Identified Implemented Authorization Closure Improvement

o & < & |
Track every finding to closure with evidence of fix Key Metrics to Report
Retest the original case under written i
authorization; validation confirms risk reduced @ O Lo 8 |I
Report verified closure rate, recurrence rate, Verified Recurrence Exposure Half-life
exposure days, and half-life by severity closure rate rate days by severity

Keep risk acceptance an authorized,
time-bound decision

Feed lessons into standards, templates,
training, and risk registers

~ <
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Feed lessons into standards,
templates, training, and risk registers.



Common Pitfalls and Review Anti-Patterns

Avoid these anti-patterns to build credible, effective reviews.

Checklist-only reviews miss
design and context risks

Late-stage reviews and scope
drift cannot influence outcomes

Rubber-stamping and undefined
independence undermine credibility

A steering committee is not a review
without evidence-based testing \

Tooling output without validation

creates false assurance Look beyopd
the checklist

Weak documentation produces
indefensible conclusions and
repeat findings




Building Reviewer Independence and Quality Assurance

Define independence in policy:
who can review whom

Apply conflict rules: no reviewer
owns or operates the control

Small-team safeguards: peer review,
audit committee, external assessors

Separate assessors from operators;
avoid vendors assessing their own fixes

QA the review: working papers,
sampling rules, reviewer competence

Keep findings defensible when evidence
conflicts with management preference
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Applied Practice: End-to-End Review Walkthrough

) Qo 8) B ) oy

Scoping Assessment Findings Recommendations Closure

I% Scenario walkthrough: reviewing a realistic
cybersecurity project from scoping to closure

1 Group exercise: identify findings and rate
risk from provided artifacts

D Peer critique of draft findings and
recommendations against an assessment rubric

= Map the case back to lifecycle gates, evidence
types, and report structure

AIA Debate rating disagreements and how to
resolve them constructively



Action Plan: Applying the Review Method to Your Projects

Self-assessment checklist: reviewer
independence, working papers,
sampling rigor

Draft a review charter and scope
statement for one live project

Adapt the six-gate model to your
organisation's lifecycle

Pick a few program metrics:
verified closure rate, recurrence,
exposure days

Set quarterly reporting cadence
and close independence gaps
with peers or external review

Next step: schedule the first review
and secure stakeholder agreement

Review Charter

| Scope Statemen;

Six-Gate Model

Program Metrics

Stakeholder Agreement
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