: Equip privacy, security, IT, procurement,
Data Prlva cy and data-governance teams to run
tooling decisions
Software:
S e l e ct i on : " Cover privacy platforms, consent,

data mapping, DSAR fulfilment,

Re q U i remen t S . ) assessments, and workflows
a n d WO rkﬂOW ® Turn obligations into testable

requirements, defensible selection,
audit-ready operations

® Take away a requirement template,
scoring matrix, RFP outline,
workflow map, KPI dashboard

2026 framing: enforcement over
new laws, Al governance inside
privacy, spreadsheets insufficient



Why Now: Enforcement Pressure, Al, and Programme Maturity

- GDPR fines passed ENFORCEMENT PRESSURE BOARD
EUR 6.1 billion by March 2026;
Q2 lone EUR 2259 millo

— CCPA/CPRA: USD 24.9 million PASSED USD 24.9 MILLION
across 13 settlements since 2022 EU R 61 BILLION ACROSS 13 SETTLEMENTS
BY MARCH 2026 SINCE 2022

- Root cause: broken opt-outs,
bundled banners, failed Global
Privacy Control signals

I Q2 2026 SPIKE
! - Al governance now sits ‘ 1 I I EUR 225.9 MILLION

alongside privacy obligations

., 2026 INFLECTION POINT
\ 35 ) General Motors/OnStar USD 12.75 million case

- Buying triggers: audits, DSAR
volume, data sprawl, board
reporting

EVIDENCE TRAIL

- Manual spreadsheets and email
chains do not scale or leave
evidence

DOCUMENT LOG LINE AUDIT ARROW



Maturity models score capability
across elements: governance,
RoPA, rights, consent,
assessments, vendor risk,
security

Five levels: ad hoc, provisional,
formalised, monitored, proactive —
automation marks the highest
levels

Match tooling to maturity:
discovery and DSAR intake first;
workflow and monitoring later

Score current and target per
element, not one blended score;
compliance gaps outrank
optimisation

® Integrated purpose-built stacks
with six or more initiatives average
~75% vs ~21% fragmented
(TrustArc 2026)

® Document the manual failure
A mode before assuming software

is the answer

PRIVACY PROGRAMME MATURITY LADDER

PROVISIONAL

Basic processes
in place, uneven
adoption and
coverage.

AD HOC

Reactive, siloed
activities, limited
visibility and
documentation.

{5

FORMALISED

Standardised
processes,

documented and
implemented
consistently.

MONITORED

Measured
performance,
active oversight
and continuous
improvement.

PROACTIVE

Predictive, integrated
and automated;
continuous
optimisation.

REACTIVE & MANUAL

| GOVERNANCE RoPA

SCORE CAPABILITY ACROSS EACH ELEMENT (NOT A BLENDED SCORE)

® B A

RIGHTS

©

CONSENT

PROACTIVE & AUTOMATED

E 1]
‘9 @
ASSESSMENTS VENDOR RISK SECURITY

INTEGRATED PURPOSE-BUILT STACKS WITH
SIX OR MORE INITIATIVES AVERAGE

&

FRAGMENTED MANUAL GRC-ONLY

(TrustArc 2026)

PROGRAMMES AVERAGE




@ Q 5 B b

Privacy Discovery Consent DSAR Assessments  Workflow
Platforms (DPIA) Tools

.............

; %
2 000
S Y B &

DSPM Data GRC Contract CDP
Catalogues Lifecycle Preference
Centres

Core categories: privacy platforms,
discovery, consent, DSAR, assessments,
workflow tools

Adjacent: DSPM, data catalogues, GRC,
contract lifecycle, CDP preference centres

A consent banner addresses maybe 10%
of obligations; mapping and rights need
infrastructure

Standalone works for consent and
discovery; rights, retention, and evidence
need connectors

2026 market: enterprise suites,
operational platforms, developer-first
API vendors

Trends: consolidation, Al-assisted
discovery, agent/MCP interfaces,
API-first, Al governance




Category Strengths, Limits, and Fit by Organisation Type

Broad enterprise suites

Discovery-led
security tools

Consent
specialists

O Strength:
A Limit:

unmatched breadth O

regulatory libraries —
but configuration-heavy A
and higher TCO

Large, complex enterprises 0®0
needing breadth and
standard coverage

Best fit:

Rights/workflow
vendors
connector breadth
Strength decides whether
fulfillment executes
. variable workflow
A Limit maturity and A

customization effort

Organizations with high o0e
request volumes or
complex fulfillment needs

samy Bestfit:

deepest classification across

Strength: structured, unstructured,
cloud, on-prem
. I integration and tuning
Limit: effort to operationalize
at scale
< Data-rich organizations
Best fit: 9

seeking visibility and
risk reduction

Governance-adjacent

platforms

collapse privacy

Strength: .4 data governance
budgets
= may lack depth in
Limit: specialized privacy
execution
Best fit: Organizations standardizing

governance with privacy
as a core pillar

O Strength:

Limit:

Best fit:

strong multi-brand,
geo-targeting,
tag-manager, signal
forwarding

narrow outside consent
and preferences

Marketing-led organizations
prioritizing consent
and preference scale

Selection

heuristic

Strength:

Limit:

Best fit:

focused validation
reduces risk

oversimplification
can miss critical gaps

Every organization
during evaluation




From Regulatory Obligations to Functional Requirements

REGULATORY TESTABLE FUNCTIONAL DOMAINS
OBLIGATION STATEMENT
O (@ o E
I I I - ) — - RoPA Consent DSAR DPIA Retention
Vv - Management Handling Management & Deletion

M

Gl

[ =" = __=_ ==
e — e
Legal duty established Clear, measurable OOO “\ <
e i Y oRfitie cy  \{ :
by law, regulation, and verifiable A
or policy requirement Breach Vendor Transfer Notices & Reporting &
Support Management Tracking Transparency  Accountability
e w . >

PASS / FAIL CHECKPOINT ---------oeeo- >

e - Convert regulatory duties into testable statements, not document language
e - Example: RoPA reviewed quarterly; DSARs acknowledged within 48 hours
e - Cover all functional domains: mapping, consent, rights, DPIAs, retention, vendors

e - RoPA depth checks: one-click export, field-level history, processor-side view

e - Gate deal-breakers first (security, residency, audit trail, exit), then score differentiators



Non-Functional Requirements: Security, Residency, and Exit

r

s0C2
TYPE Il

SOC 2 Type Il
with current
audit period

e Demand evidence, not adjectives:
current SOC 2 Type Il, ISO 27001/27701,
SIG/CAIQ, pen test summary

~0

ISO SO 27001/27701
27001/27701 @ ortificate
and scope

¢ Read the SOC 2: Type Il scope,
trust criteria, carve-outs, every
exception and management response
SIG/CAIQ
e Access and crypto: SSO/SCIM,
MFA on admin, quarterly access
i reviews, TLS 1.2+, AES-256, key rotation
(redacted)

. * Residency: storage and processing
SSO/SCIM, @

Pen test

MFA on admin locations, tenant segregation, training
AES-256 controls opt-out, subprocessors, SCCs/IDTA with TIA

Residency,
model-training
opt-out

¢ Resilience and exit: tested IR and DR,
breach-notification timelines, right to
audit, export format and deletion proof

IR and DR

O proofs (RTO/RPOQ)

REQUIREMENT GATE
e 1h Exit and il All non-functional requirements @ ®
portability terms must be satisfied. PASS | FAIL




Running the Selection Process:

Stakeholders, RFI/RFP, and Demos

SELECTION PROCESS OVERVIEW

Q,0® ), B ;) B ) B, A, 3 ¥

Needs Market RFI Shortlist RFP Parallel Negotiation
Assessment Scan (Information 3-5 (Request for Derfios PoCs Refeteqc-s & Finalize
Request) Proposal)
Stage: RFl, shortlist 3-5, RFP, demos, parallel PoCs, references — 6-12 weeks P

THREE-SOURCE CROSS-CHECK

Verify that what’s written matches what’s demonstrated and proven.

Map stakeholders and RACI before issuing anything

Stage: RFl, shortlist 3-5, RFP, demos, parallel
PoCs, references — 6-12 weeks

Demos References
(Observed) (Validated) ° RFP answers need documentation:;
unsubstantiated "yes" scores zero

Score 1-5 rubric; weighted sections;
cross-check RFP vs demo vs references

Flag any vendor whose written RFP score » ; .
ntEode domelorrcfaronte tvidores - Test real scenarios and the boring things:
config, upgrades, pricing, SLAs

by more than 15%.

EVIDENCE DOCUMENT LOG LINE AUDIT ARROW

Capture the artifact Record the event Close the loop

TRAIL




Designing Rights and Consent Workflows That Actually Execute

INTAKE ROUTE

Q@

A |

€

Intake

Structured
multi-channel
intake of
rights requests

(0
Acknowledgment

Jurisdiction-aware
clock starts per
request

and signals

| P S W

S S

Verification

Proportionate
identity
verification

QO )
)

o

Discovery

Automated discovery
across connected
systems and
repositories

ISR

N

® - Seven stages: intake, acknowledgment, verification, discovery,
routing, redaction, audit trail

® - Per-request, jurisdiction-aware clocks: GDPR 30 days,

CCPA/CPRA 45, LGPD 15

® - Proportionate verification; excessive checks like

SSNs to opt out draw fines

® - Consent is a data model: granular, append-only, withdrawable,
propagating to all systems

® - Deletion needs processor confirmation; legal holds

checked before erasure

® - Audit test: full request record in minutes, not email threads

Routing Redaction & Audit Trail
Ii
Rules-based BeXyery Complete audit
routing to the Redact as needed trail generated
right teams and securely and retained
and tools deliver response
S En = W, Q i 4

Per-request, jurisdiction-aware clocks
GDPR 30 days, CCPA/CPRA 45, LGPD 15

Proportionate verification

Excessive checks like SSNs to opt out
draw fines

Consent is a data model

Granular, append-only, withdrawable,
propagating to all systems

Deletion and confirmations

Deletion needs processor confirmation;
legal holds checked before erasure

Audit test

Full request record in minutes,
not email threads




Assessments, Retention, and Vendor Workflows

ROUTE EXECUTE CONFIRM

* DPIA: threshold screening, auto-trigger on new vendors and data uses, carry RoPA data forward

* Decision-ready output: proportionality, mitigations mapped to ISO 27001, risk owners, version history
¢ Retention: periods per category and purpose, automated deletion, reconcile against legal holds

* Restriction workflows: flag, suppress marketing and analytics, instruct suppliers, review periodically

* Vendors: live sub-processor registry, Al-aware due diligence, DPA refresh and change-notification rights

* Cross-cutting: test one control once, map evidence to GDPR, ISO 27001, SOC 2, and Al governance

R —— ONE CONTROL CROSSWALK | .
+ & + :
E—‘*] b Al

206 %@ GOVERNANCE

@ GDPR @ ISO 27001




Implementation, Adoption, and Change Management

Phased Rollout Blueprint

e Pilot one unit,
then scale — live

@ data inventory first

3. MIGRATE & 4. INTEGRATE

1. PILOT 2. CONFIGURE VALIDATE DATA CONNECTORS 5. TEST 6. EXPAND e Sequence by F.)ain:
- consent and rights
Pilot one Configure Migrate and Integrate Test processes, Expand to intake, then mapping,
business unit controls and validate data systemsand | controls, and additional units assessments, retention

workflows inventory connectors |  privacy gates and domains

i ) ® Embed privacy gates
___________________________________________________________________ in product lifecycle

and procurement
1. Consent and _) 2. Discovery
Rights Intake and Mapping

4., Retention
and Disposition

e Change management
is a control: version
control, approvals,
audit trail

e Track paired KPlIs
and KRIs with
named owners

Ad Hoc Defined Managed Measured Continuous from day one
Monitoring




Ongoing Governance, Vendor Management,

and Emerging Risk

(o)

o . 1. Data N
’ Visibility

5. Continuous @
@ Momtormg Continuous Assessment
Governance

72-Hour Control Loop Vendor
Breach Lifecycle
Notification Signals
X b
= 4. Operational 3. Governance /!
o Controls €48 and £

Accountability

& B | &

Data Governance Al Governance

Cyber Risk Third-Party Risk

Run privacy as a five-domain
control loop

Anchor into cyber, third-party,
data, and Al governance

Automate control testing and
capture evidence as work happens

Track vendor KRIs: DPA aging,
sub-processors, certifications

Govern Al inventory and
DPIA coverage in one programme

Report privacy metrics as
board-level risk




Practical Takeaways, Templates, and First 90 Days

- Evidence pack: requirement template, weighted
scoring matrix, RFP outline, due-diligence checklist

- Role actions: privacy owns requirements; security ..=
validates evidence; procurement enforces proof X . .
a1V

- Gate on deal-breakers first—security, residency,
audit trail, portability, exit

Requirement Template Weighted Scoring Matrix RFP and Vendor
Mapped to Obligations with Pass/Fail Gates Response Outline

- Put rights, consent, and opt-out signals on one
evidence-producing workflow e = 0 = o
¥

- 90-day pilot: one workflow, one success metric, @
defined human review checkpoints

Security and Al Rights and Consent KPI/KRI Dashboard
Due-Diligence Checklist Workflow Map with Thresholds

CONTROL LOOP ROLE-SPECIFIC NEXT STEPS

s PRIVACY SECURITY /IT PROCUREMENT DATA GOVERNANCE

VISIBILITY  ASSESSMENT GOVERNANCE  OPERATIONS  MONITORING Own requirements Validate evidence Enforce proof Oversee governance
and map to and assess and contract and monitor

T I obligations controls protections compliance

e —
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