Ethics and Responsible
Practice in UX Design

Ethics is now a core UX competency,
not a compliance afterthought

Under-governed UX erodes trust,
invites regulation, and creates

business risk
A Unethical design costs: user harm,
trust loss, fines, and team risk

Scope: values, research ethics, dark
patterns, inclusion, Al transparency,
governance

Responsible practice: preserving
autonomy, informed choice, fairness,
dignity, accountability

You will run consequence scans,
audit dark patterns, and draft ethics
checkpoints




Background: How UX Ethics Moved
from Values Talk to Enforceable Practice

® Ethical UX was once about values; by 2026 it is shaped by law and enforcement
@ Dark patterns are now explicitly illegal across major markets worldwide

® Enforcement is real: FTC v. Amazon Prime, CCPA fines on SpiceJet and Rapido

@ Critical future UX skills are strategy, behavioral science, psychology, and judgment

® Design decisions are legal decisions: UX now means compliance and liability

Values Talk
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to do better
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Design decisions
are legal decisions
now




Core Ethical Concepts and Shared Vocabulary

A SHARED LANGUAGE FOR BETTER DECISIONS

O O

Autonomy Beneficence Non-maleficence Justice Dignity
Give people meaningful Design to create Avoid and minimize Support fair and Treat people with
control over their data genuine benefits for potential harm. equitable outcomes respect and recognize
and choices. people and society. across people and their inherent worth.
communities.

® Autonomy, beneficence, non-maleficence, justice, dignity —
applied to real product decisions

® Informed consent, transparency, accountability, fairness as
design constraints, not slogans

@ Value Sensitive Design: iterative conceptual, empirical, and . 8 @I

technical investigations ‘

User Business
@® Name gray zones and document trade-offs in language autonomy extraction
designers, researchers, PMs, and educators share

@® Legal # ethical # profitable: a pre-ticked box can be lawful yet wrong

PEOPLE / PRODUCTS / A MORE JUST TOMORROW



Stakeholders, 49
Power, and e
Impact Mapping S

Map direct users, indirect users,

non-users, and affected communities y o0
’ Yo

. : o ' Indirect
Identify who holds power in decisions users

and who absorbs the risk

Non-users

—

e Short-term engagement metrics can
quietly mask long-term harm

Direct
Ask who is excluded by default HRao

design decisions

® Use stakeholder mapping, value idwict powé,
impact mapping, and impact Lower risk
mapping early
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Ethics in User Research esrosion Ty
and Data Handling 5

Re-identification
{’ » A risk

T
Recruitment Storage Analysis Third-party Retention limit ' R.eport harm
and consent Al tool upload and deletion » signals surfaced

during research

Informed consent, assent, and extra. protections for vulnerable participants

Privacy-by-design: minimize data, set retention limits, secure recruitment and storage
Anonymization has limits; re-identification risk grows with third-party Al tools

Report harm signals surfaced during research
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Balance speed with respect using clarity, communication, and consequences

ETHICAL PRACTICES
HUMAN-CENTERED OUTCOMES E =



Dark Patterns, Persuasion, and Deceptive Design .
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DARK PATTERN
TAXONOMY

Taxonomy: obstruction, -
sneaking, forced action, Darker flow Fairer flow

na_ggin_g,.confirm shaming, Hard to leave, easy to stay Comparable effort, neutral language
drip pricing, roach motel

Persuasion helps informed
choice; manipulation
extracts decisions users
would not otherwise make

Cases: Amazon's "lliad Flow," )
DraftKings VIP boosts,
pre-ticked consent boxes

Enforcers: FTC, EU DSA, _ [: -

India CCPA, UOKIK,
Singapore CCS, China SAMR

Audit: map opt-in versus
opt-out effort; test for
genuine understanding

‘ obstruction sneaking forced action nagging confirm shaming drip pricing roach motel



Inclusive, Accessible, and
Culturally Responsible Design

Accessibility is a legal and ethical
obligation: WCAG 2.2, DOJ ADA
deadlines in 2026-2027

Inclusive defaults for language,
ability, gender, age, cognitive
load, and culture

Bias lives in content, imagery,
naming, and Al-generated

interfaces DOJ ADA

deadlines in

2026-2027

Disability bias persists in LLMs:
misleading, less useful, overly
cautious responses

Design for low-connectivity,
low-literacy, and assistive-tech
users

Co-design with marginalized
users, not just for them




Al, Automation, and Responsible

Product Behavior

EU Al Act Article 50: disclose
Al interaction and label synthetic
content from August 2026

A human "approve” click is not
oversight without information,
time, and authority

Test models for bias, including
disability testing too often
deprioritized

Use PACED — policy, audience,
context, expectations, degree
of Al contribution — to decide
disclosure

Design confidence signals,
citations, and audience-matched
explanations into the interface

Document systems via model
cards and system cards for
auditability

Visible layer

What users see
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Disclosure Confidence Citation
label signal

Explanation
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Hidden layer
What happens beneath the surface
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Ethics Canvas Consequence Judgment Call

Scanning

Q

Discovery

&

Ethical Design
Fresco

‘e

Design Review .
Ethics as a gate,
not a post-mortem

Ethics canvases and consequence scanning, run early
when options are still open

Checkpoints at discovery, design review, and launch—
ethics as a gate, not a post-mortem

Escalation and refusal: when a request crosses the line,
PMs act as guardrails, not gatekeepers

Document trade-offs and rationale, tracing ethical
requirements to measurable metrics

Lightweight tools: Consequence Scanning, Judgment Call,
Ethical Design Fresco

Launch

>

Thoughtful
tools.
Stronger
teams.




Governance, Accountability, and

Organizational Culture

* Who owns ethical e Lightweight review * Visible metrics: interface * Audit readiness as * Embed controls in

review? Name champions, boards with explicit audit findings, opt-out design work: self-audits, existing workflows —
division leads, accountable triggers, quorum, and friction, contestation design controls, ethics as advantage,
executives decision logs rates compliance declarations not slowdown
Cross-Functional Governance Visible Metrics
Ethics

Champions

Division Interface audit findings

Leads @
8 Legal @ Opt-out friction

Accountable
Executives

Q@@ Contestation rates

O

o— Discover Design Build Launch Operate —O

Governance
Checkpoint




From Principles to Guardrails:

Operationalizing Ethics in Product Work

Translate fuzzy values into Product Lifecycle

requirements, guardrails, and @  Principle -
tegtable metricg @R  (fuzzyvalue) Q@ critique

Define where autonomy, harm,
fairness, and explicability Requirement ‘ Implementation
become workflow rules

Design escalation, override,
and recovery paths for contesting Guardrail @ Pre-launch
automated outcomes

Embed ethical requirements as - Metric J .......... () Operations

gates at critique, implementation, LI (testable)
pre-launch, operations

4

- - i Escalation,
Keep traceability from principle :&0‘ Override, and
to requirement to metric, so it audits Contest Recovery

and improve

outcomes
Ask: where does this agent’s
autonomy begin and end?




Applying Responsible Practice:

Guided Case Workshop

Enforcement Case Consequence Scan Redesigned Flow

Harms

Affected
Stakeholders

Root Design
Decisions

@ Guided analysis: identify harms, affected stakeholders, and root design decisions

Real enforcement cases: cancellation traps, pre-ticked consent, confirm shaming, drip pricing
Redesign exercise: propose an ethical alternative with explicit, measurable trade-offs
Facilitated critique using Ethics Canvas or consequence scanning to surface unseen risks

Evaluate against: comparable opt-in and opt-out effort, neutral language, genuine urgency




Role-Specific Commitments and
Team Action Planning
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Designers Researchers

@ Designers: audit
defaults, remove

pre-checked boxes,
balance opt-in and
opt-out prominence

® Researchers:
strengthen consent,
minimize PII,
restrict third-party
Al use on
participant data

Content designers

@ Content designers:

neutralize
confirm-shaming
language, disclose
Al use per policy
and context

MORE ETHICAL TOMORROW.

® PMs: log ethical

requirements as
backlog items with
owners, metrics,
escalation paths

PEGRLE (

© Educators: teach

ethical reasoning
via case work,
canvases, and
reflection exercises

IDEAS ACTION



Checkpoints, Accountability, and Closing Reflection

Commit;

. . 5 one personal action,
interface audit consent review governance check one team-level checkpoint,

—each with a — each with a — each with a one escalation path
named owner named owner named owner

Make responsible practice visible:
metrics, reporting, documented design rationale

Expect stricter rules:
EU Digital Fairness Act, dark pattern enforcement
reaching smaller firms

Weekly reflection:
what does responsible practice look like in your next flow?




PersonWise.

PersonWise - Al digital-human course platform

Scan the code or click anywhere to watch this course live, with voice Q&A

personwise.ai/t/blac90cc/public
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