Computer

Networking
Tools and Equipment

e Define the hardware and utilities used
for setup, maintenance, and troubleshooting.

o Differentiate among three categories:
physical hardware, cabling and installation
tools, and software or diagnostic utilities.

e See how help desk, network technician,
junior administrator, and field support
roles use these tools.
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Preview the training flow: from hardware
2 concepts to installation, testing, software
diagnostics, safety, selection, and practice.
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What a Network Technician
Actually Works With

LAYER 1 TROUBLESHOOTING SEQUENCE

Hardware, cabling tools, test ON A SINGLE NETWORK LINK
devices, and software oy b7
diagnostics work together = !hm_w___ﬂg} S —111

: £ : 71\
Layer 1 troubleshooting catches : .
faults caused by poor physical

installation

L & /
Entry-level tasks: adding )= o= 4 “L Y s/

devices, checking links,

) . 1. VISUAL 2. LINK 3. CABLE 4. PINOUT 5. FAULT
replacing cables, tracing paths INSPECTION VERIFICATION INTEGRITY CHECK VERIFICATION ISOLATION
\ )
Systematic testing with basic N -
(0o tbeats,OWON T xparsnve f Fix the Physical. Restore the Link
equipment @ Keep the Network Reliable. .




Core Network Devices and Their
Place in a Simple Topology

e Modem or ONT terminates the
ISP connection at the handoff.

P e Router forwards traffic between
P o
@ < ~ —— networks and acts as the gateway.
e T
: [sessssil F@Z * Switch connects wired devices
Internet Modem Router Switch Accecs P— inside the same LAN using
or ONT ‘ Point MAC addresses.
* Access point bridges Wi-Fi
[ | ] clients onto the wired network.
ﬁ e Firewall controls which traffic
A & N

is allowed to pass.

* Home gateways combine these
roles; enterprise hardware
separates them.



Copper Cabling, Ethernet
Categories, and RJ45 Connectors ..
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i ® Ethernet is a protocol, not a cable type

>OOC | o Catde: up to 2.5 Gbps at 100 meters

| XOX | e Cat6: 10 Gbps up to 55 meters

>XOOC | e CatbA: 10 Gbps for the full 100 meters

I 1]
| E‘Z‘J e RJ45/8P8C uses T568A or T568B pinouts Ii :
@ - Choose Caté for most runs; 1 2 4‘5 678

—

fiber for Iong Or NOisy Ilnks




Fiber Optic and
Coaxial Links for
Modern Networks

¢ Fiber transmits data with light:
high bandwidth, long distance,
EMI immunity

* Single-mode for distance;
multimode for shorter,
high-speed links

* Common connectors:
LC, SC, ST, FC, MPO/MTP

® Coaxial still used for cable
internet, CCTV, legacy RF/video

* Handle fiber carefully: avoid |
sharp bends, keep connectors clean
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Essential Hand Tools for
Installing and Terminating Cables

® Starter kit: stripper, cutter, RJ45 crimper,
punch-down tool, tone generator, and
inductive probe

® Crimpers attach RJ45 plugs to patch
cords; punch-down tools seat wires into
keystone jacks or panels

® Tone generator sends a signal; inductive
probe traces it through bundles or finds
unlabeled wall jacks

® Safe termination: strip gently, inspect for
nicks, minimize untwisting, seat fully,
test immediately




Cable Verification, Qualification, and Certification

Q \ - Verification: wiremap, continuity,
' shorts, opens

a N

1(’;\ \ - Qualification: speed capability for
| | specific applications

( @ - Certification: full standards
A \/ / compliance and documentation

‘ \ | - Testers check wiring; certifiers
=y prove TIA/ISO performance

S

( \ | - Use certifiers for warranties,
NV specs, and contracts

CABLE TESTER WIREMAP READOUT

SHORT
ﬁ#
OPEN
—
SPLIT PAIR
—v-—




Fiber and Wireless Testing Devices

c_
- B i B
e Optical power meters measure
received light power for link —
loss testing.
e Visual fault locators find & FIBER SOURCE ) \OPTICAL POWER METER/

breaks, bends, and verify
polarity.

Inspect and clean connectors
before every fiber test.

Wi-Fi analyzers show signal
strength, channel congestion,
and dead zones.

INSPECT & CLEAN

K CONNECTORS J

\

.

WI-FI ANALYZER
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Software Tools for Connectivity Troubleshootin.g

x : . COMMAND-LINE NETWORK TESTING LADDER
e Start with command-line basics:

|pconf|g/|p,.pmg, tracert, Local [ e e J
nslookup/dig, netstat/ss = = - i
e Use a testing ladder: local IP, —
gateway, external IP, @ﬁ Gateway | > ping I
then DNS names I =
® In:cerpret timeouts, !'ngh latency, ERsa t I
failed name resolution, P L
and port mismatches i
DN e - —
* Ping proves reachability only, wwwj) | > nslookup/dig |
N[ 77 ames ..

not that a service port is open



Monitoring Tools and Packet Capture
for Deeper Diagnosis

) \

@ | e | (][]0 ][eg]
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" - PRTG, Nagios, Zabbix monitor 1 (
device health and bandwidth p ~
Packet Capture ‘
. _ and Inspection |
s - iftop and nload spot live T e A T T
bandwidth hogs per link A i BREIE H--- :“
‘Tq'l.;.!.. : ...‘.P : ' 3I:I-..-
X (C)\::: | - tepdump and Wireshark inspect l
packet-level evidence /)\
v— - Diagnose: LAN vs WAN, ( ﬂ LAN m Bandwidth
* o= . Vs d VS
= . then bandwidth vs latency 0-0 waN Latency



Safe Handling,

ESD Protection, and
Equipment Installation

ESD causes immediate or
intermittent failures in
network equipment

Use grounded wrist straps,
anti-static mats, and
static-shielding bags

5
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Handle cards by edges only;
avoid touching components
or pins

Ground first, disconnect last;
keep airflow paths
unobstructed

Avoid loose clothing and
jewelry; never work alone in
hazardous conditions
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Choosing the Right Tool for Common Tasks

FREE SOFTWARE TOOL CHECKLIST

- Adding users: switch port, patch cable, and device test

- Extending coverage: Wi-Fi analyzer, then
add an access point

- Diagnosing slow links: run ping/traceroute
before buying new gear

- Tracing cables: use tone-and-probe, label
both ends immediately

- Budget go-bag: Cat6 cable, crimper,
basic tester, USB-Ethernet adapter
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Hands-On Practice and
Common Beginner Mistakes Jrie
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Practice safe cable termination, RS
. . sl > cable tes
tracing, and basic connectivity tests ¥

> tracing
> connectivity check

> test complete

Avoid nicked conductors, excessive
untwisting, and wrong wire order

Fix partial crimps and never
skip the final cable test

Record results, label both ends,
and update diagrams

Learn in a lab or sandbox before
touching live networks




CERTIFICATIONS, CAREER PATH, AND NEXT STEPS

Build skills. Get certified. Grow your career.

: REVIEW TOOL CATEGORIES

Familiarize yourself with the tools used in
networking and infrastructure work.

HARDWARE

« Switches
* Routers
» Patch Panels

+ Network Interface
Cards (NICs)

CABLING

= Copper (UTP/STP)
* Fiber Optic

* Patch Cords

* Jacks & Connectors
* Cable Management

TESTERS

« Cable Testers

« Tone Generators
* Probes

« Multimeters

« OTDR

SOFTWARE

* Network Monitoring

* Packet Analyzers

* Remote Access

« Documentation
Tools

= CERTIFICATIONS

Industry-recognized certs to validate your skills
and open doors.

5 CAREER PATH
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1. HELP DESK /
IT SUPPORT

Provide user support,
troubleshoot basic
issues, learn the
environment.

Typical progression in a networking career.

2. JUNIOR NETWORK
TECHNICIAN

Support network
operations, cable

installations, basic
configurations,

3. NETWORK
ADMINISTRATOR
Manage and maintain
networks, implement
changes, ensure
performance and

4. SENIOR ENGINEER /
SPECIALIST
Design, optimize, and
secure networks.
Mentor others and
lead projects.

Jomr\

Network+

CompTIA Network+

Vendor-neutral certification
covering networking
fundamentals, troubleshooting,
security, and more.

CisCoO

CERTIFIED
\CCNA /

Cisco CCNA

Associate-level certification
focused on Cisco networking,
routing, switching, and
troubleshooting.

NEXT STEPS: WHAT TO STUDY

Focus on these key areas to build a strong foundation.

CABLING STANDARDS

TCP/IP FUNDAMENTALS

ports, and common protocols.

LINUX NETWORKING

>0

(ip, netstat, ss, ping, traceroute

Study TIA/EIA standards (568, 569, 606, 607). Understand
cable types, performance, and best practices.

Learn IP addressing, subnetting, routing, DNS, DHCP,

Learn basic Linux commands and networking tools
, dig, etc.).

©

Keep learning. Stay curious. Practice every day.

@

and monitoring. security.
\
SKILLS CHECKLIST
Core hands-on skills every network professional should have.
TERMINATE CABLE USE TONE AND PROBE RUN PING / CHECK DNS FOLLOW ESD RULES DOCUMENT FINDINGS
Properly terminate A Identify and trace TRACEROU_T_E Verify name Use proper ESD Record steps taken,
UTP cables using cables accurately Test connectivity resolution using protection to results, and
T568A or T568B using tone and and trace the path nslookup, dig, prevent damage conclusions clearly
standards. probe tools. f:‘:k‘:"t:\'ﬂtaklf across or similar tools. to equipment. and professionally.
e network.




PersonWise.

PersonWise - Al digital-human course platform

Scan the code or click anywhere to watch this course live, with voice Q&A
personwise.ai/t/8d25ad14/public


https://personwise.ai/t/8d25ad14/public?entry_surface=public_courseware_pdf

