Assessing Cybersecurity
Knowledge and Skills

For trainers, mentors, team leads,
and L&D professionals

Competence inferred from observed
behavior, not self-reported confidence

Design cycle: define competencies,
select evidence, set criteria, validate

Avoid tool trivia, acronym memorization,
and single-test certification

Deliverable: a repeatable assessment
blueprint for defensive roles




Why Defensive Competence
Is Hard to Measure

Defensive work is cognitive and ©
situational, not just tool operation Perception

Success depends on perception,
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comprehension, projection, and \\
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timely decisions

Completion metrics miss situational
awareness (SASS: perception,

] e % i Projection
comprehension, projection, resolution)

Scores can mislead: unclear items, /
guessing, sleep, test familiarity
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Criterion-referenced means meeting y
a standard, not ranking against peers

Assessment serves readiness,
mentoring, and workforce
development—not just hiring




Knowledge, Skill, Ability, and Behavior

@ Task statements define the work
to be done

® Knowledge and Skill statements
define what learners must know
and do

e Knowledge: retrievable concepts
in memory; Skill: capacity for
observable action

e Ability statements were refactored
into Skill statements in NICE
Revision 1

e Competency Areas cluster related
Knowledge and Skill statements
by domain

® "Knows about" is not the same as
"can perform" under realistic
constraints




From Role Expectations to Assessable Competency Targets

® Job task analysis converts role O Role
expectations into observable, () Expectations
assessable competency statements

® Map defensive domains: monitoring, N Job Task
detection, incident response, threat — 1 Analysis
hunting, vulnerability management, l

secure operations
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® Use behavioral indicators to describe
entry, intermediate, and advanced O\ O {é} @ E’ dgg

Monitoring Detection Incident Threat Vulnerability Secure
task performance Response Hunting Management Operations
. e e | |
® Avoid vague qualifiers like "thorough J,
knowledge"; define what learners
must know or do /j Assessable
/| Competency Statements
® Build a competency map aligning job |
tasks, training objectives, and \L vl' wlr
assessment criteria before writing Entry ihtermediate NaTanced
items & Performance Performance Performance



Choosing the Right Proficiency Scale =

GREATER IMPACT

NICE and SFIA map Work Roles to
workplace Levels of Responsibility

Proficiency reflects autonomy,
influence, complexity, business skills, O /\7|

f

knowledge

Use Entry, Intermediate, Advanced

with concrete behavioral anchors )
oo | | Advanced

Proficiency is not tied to years of

: Intermediate
experience or grade level

Leads complex work,

Entry influences others,

. Works independenity, Anclalives stratesi
: ’ gic
Keep scale stable; vary required level Solves routine problerms, e e

by role and task criticality Hn [ Sk el o and contributes to
broader outcomes.

with guidance,
. . completes well-defined
Behavioral anchors let raters reliably taskf gty

match evidence to level



Building the Assessment Blueprint

Blueprint: converts job-task
analysis into content
proportions and weights

I

Define dimensions:
competency area, evidence
type, cognitive level, task
criticality, scoring method

Weight frequent, critical tasks
higher; still threshold-check
rare critical tasks
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Let the construct drive item
type—simulations, artifacts,
and MCQs differ in evidential
value
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Document the blueprint;
revise when the role changes
or it can't be defended
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Evidence Types and Item Design Principles

TOMORROW

Multiple-choice Simulation Artifact

Knowledge
o O =
. @ _— ; Performance
o— | = -3k
Behavior
Supports Supports Supports
recall decision-making production

Match evidence to the claim: recall, decision-making, or production

Authenticity required: tasks resemble job content, constraints, tools, consequences
Write items from one task or knowledge statement; one clear correct answer
Distractors plausible, drawn from the same pool; no trick wording

Cut construct-irrelevant noise: vendor names, culture, ambiguous stems
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Review each item for relevance, clarity, and fairness before scoring



— G EARJCRITERIA

Scoring Guides and Rubric Design

STRONGER LEARNING

Analytic rubrics score dimensions Analytic Rubric (Example)
feedback
Clarity

Holistic rubrics judge overall
performance—faster but less
diagnostic

Analysis

R Evidence Use
Q) Criteria must be observable and

anchored to evidence, not

impressions Communication
Validate and pilot rubrics; expect i
e . P Two raters review the same Calibration Tip
good but imperfect inter-rater evidence, apply the rubric,
agreement and discuss any differences Use shared examples

and clear adjudication

to reach alignment. .
rules before scoring.

Calibrate raters with shared
examples and adjudication rules
before scoring

@ D Targeted Feedback
W _\%3 Point to the specific
ind R criterion and next

development step.

Feedback should point to the
specific criterion and next
development step

RUBRICS SUPPORT GROWTH



Knowledge Testing and Cognitive Assessment

Knowledge tests suit foundational
concepts, terminology, procedures,
and reasoning prerequisites

Defensible formats: multiple-choice,
scenario-based multiple-choice,
short answer, structured oral
questioning

Write positive, concise stems focused
on one concept; use plausible
distractors from common
misunderstandings

Pilot, then check item difficulty,
discrimination, reliability, and
distractor distribution

Watch validity threats: memorization,
test-taking skill, teaching to the test,
overclaiming

Difficulty
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Discrimination Reliability

Distractor
Distribution
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Hands-On Labs, Simulations, and Cyber Ranges

Build tasks on realistic network,
endpoint, log, and alert conditions

Scenarios assess triage, incident
handling, mitigation decisions,
and escalation under constraints

Capture reasoning, timing, tool use,
hints, communication, and
documentation

Score task completion with process
evidence; completion alone misses
situational awareness

Automated scoring scales, but
human review still checks reasoning
and failures




Measuring Judgment, Behavior, and Communication
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Situational Behavioral Team Evidence Work Products

Judgment Interview

) Situational judgment tests: low-fidelity simulations, moderate criterion-related validity

® Behavioral interviews anchored to competency statements and rating scales
® Team evidence: handoff quality, escalation decisions, shared situational awareness
® Work products count: incident reports, tickets, timelines, remediation plans

» Multiple observers, predefined anchors, calibration sessions reduce subjectivity




Data Collection, Scoring Operations, and Interpretation
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Standardized Scoring Quality Checks Interpretation Ethical Use
Administration Workflows and Adjudication of Data

O

Standardize administration: same instructions, time limits, tools, and assistance rules

Define scoring workflows upfront: rubric application, automated checks, double scoring, adjudication

Interpret cautiously: report individual and team views, use confidence intervals, avoid small-sample
overclaims

Make feedback specific and actionable, linked to mentoring, labs, or targeted training

Use data ethically: informed consent, privacy protection, no punitive misuse




Validation, Program Integration, and Continuous Improvement

Pilot with small trials,
item review, and revision
before high-stakes
decisions

Knowledge
Measure predictive value . _
where feasible; avoid @ Parformance )
overclaiming from =
small samples i
Behavior

/

X _
-0

Track coverage, score
distributions, 30/90-day
retention, rater agreement,
and outcomes

Collect validity evidence:
content alignment, internal
consistency, test-retest
stability, inter-rater
agreement

Integrate results into
training, mentoring, and
team development goals

Move from ad hoc testing
to a governed program:
owners, standards,
version control



Case Practice:
A Defensive Skills Assessment Blueprint

Start from SOC analyst or
incident responder role tasks

Match evidence to claims:
knowledge checks, simulations,
artifacts, observation

Draft rubric anchors: containment,
evidence handling, escalation,

documentation

Compare against failure modes:
single format, unweighted coverage,
impression scoring

Action plan: three improvements
plus one validation step
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