Common Al Literacy
Mistakes and How to Avoid Them

e Al literacy is now a baseline

g professional skill, not optional
technical specialty

o e Session delivers a practical mistake
u. map, targeted countermeasures,
and a reusable routine

e Mistakes cost time, create bias and
o privacy risk, and erode stakeholder
trust

S e Working definition: capability
awareness, critical evaluation,
data responsibility, workflow
integration

e Qutcomes: recognize mistakes,
@ apply a mitigation check, leave with
a checklist and 30-day plan



Ground Rules and Scope: What This Training Is and Is Not

Scope: applied Al literacy for
non-technical professionals;
Al engineering is out of scope

Assumption: you already use
or will soon use generative
Al tools

Humans stay accountable —
Al output is a draft, never
an authority

Quality judged on accuracy,
pedagogy, audience fit,
accessibility, data responsibility

Logistics: two self-assessments,
final scenario practice, one
workflow plus one team habit
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The Mistake Map: Four Clusters Where Al Use Goes Wrong

Cluster 1 — Tool understanding

treating Al as an oracle; confident tone
mistaken for correctness

&
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Novice Expert

Understands limitations
and questions confidently
worded outputs.

Takes confident answers
at face value.

Countermeasure: Build Al literacy and healthy skepticicm.

Cluster 3 — Data handling

sensitive records, unpublished curriculum,
or proprietary strategy in unvetted tools
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Novice Expert
May share sensitive or
proprietary information
in unvetted tools.

Protects data and follows
appropriate policies.

Countermeasure: Keep sensitive and proprietary data out
of unvetted tools.

Cluster 2 — Output evaluation

——— skipped quality checks, bias, outdated
references, uneven reading level
Novice Expert

Uses outputs without
checking for accuracy,
bias, or relevance.

Reviews, verifies, and
considers multiple perspectives.

Countermeasure: Add quality checks and diverse review.

Cluster 4 — Workflow integration
automating before understanding; vague
8 one-size-fits-all prompts, no shared criteria

Novice Expert

Automates quickly with Plans intentionally, uses
vague prompts and clear prompts, and aligns
no shared criteria. on criteria.

Countermeasure: Understand the task, craft specific prompts,
and set shared criteria.

» Novice vs. expert contrast per cluster, plus a countermeasure preview
« Self-assess now: rate habits 1-5 per cluster; note your lowest score




How Generative Al Actually Works:

Why Mistakes Happen

LLMs predict plausible text from
statistical patterns — they don't
retrieve facts or hold beliefs

Hallucination is structural, not a
temporary bug: confident-sounding
errors are the default risk

Hallucination magnets: names and

titles, numbers and dates, quotations,

citations and links, regulatory or
financial facts

RAG and low-temperature settings
reduce fabricated content but never
remove the risk

For educators: errors in learner-facing

content cause 'concept corruption'

misconceptions that are hard to unlearn

Predicts plausible next-word text

from statistical patterns

Names and
tltles

Numbers
| and dates

/ Quotations

&— | Citations

| and links

/’

Regulatory or
financial facts




Mistake 1: Treating Al as an Oracle

8 Al-drafted (do not trust) @ Verified source trail

“According to Dr. Elena Marquez “According to a peer-reviewed study,
(2022), this approach improves this approach improves learning
learning outcomes.” outcomes.”

Marquez, E. (2022). Advances in
Cognitive Learning. Journal of Modern

Fabricated expert
and conference

Author, A. (Year). Title. Journal.

Education. https://doi.org/10.1234/abcd https://doi.org/...

©
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<« Wrong DOI

Confident phrasing is not evidence: invented experts, fake conferences, wrong DOls
Education risk: polished quiz items with wrong answers or misconception-blind distractors
Verify before reuse: open every citation, check stats against primary sources

Require a source trail: every factual or numerical claim needs a traceable link

Triage: check figures in published courses, not brainstormed headlines




Mistake 2: Skipping the Quality Check on Al Output

' Unreviewed Al text carries subtle bias,
stale references, and mismatched .
° : ’ iew Checklist
reading level Output Review
[ Accuracy
- Review checklist: accuracy, source [] Source quality
= quality, tone, audience fit, accessibility,
: (O Tone
compliance
(] Audience fit
& Assign a named human reviewer to [} ceessibilily
@  cvery Al-assisted deliverable [J Compliance
- I
Co” Judge beyond accuracy: explanatory Sl £

depth, focus, and fit to learner's ZPD

S~ Aldrafts are starting points — expert
Q teacher review catches unclear terms
and missing perspective



Mistake 3: Sharing Sensitive Data Without Guardrails

Sensitive data: FERPA records, HR data,
health data, unpublished curriculum,
proprietary strategy, third-party IP

Hard rule: no confidential or personal

X
data in publicly available Al tools 0 _

Q

X

Inputs may not remain private; use may
be a reportable disclosure

Data minimization: strip names, contact
details, IDs, and grades before prompting

Use approved tools only; check whether
the vendor trains on your inputs

Practice: rewrite a realistic prompt to
remove identifiers, keep the instructional
scenario




Mistake 4: Automating Before Understanding the Task

@ Automating a poorly

understood task scales I—) & —> a

errors, not efficiency

b

_ ' iy Handoffs
@ Map inputs, decisions, =R é >
handoffs, and quality gates N

before choosing any tool Inputs

©® High-volume, low-judgment |
steps suit Al; branching | Quality Gates
I

decisions stay with humans ;

\
Sl ‘ ety
@ Replacing design judgment
with prompt templates
misses the learning goal

. Rule: explicit human é ‘ y °

judgment checkpoints

at every branch and Al-suited Human Decision Quality
quality gate step judgment point gate



Mistake 5: Generic Prompting and Evaluation by Feel

Vague, Reused Prompt Engineered Prompt

Role:
Context:
Constraints:
Format:
Shared Rubric Success criteria:
=f:§':’/'-"_; accuracy
:_'/'_\_\/,""; relevance
@9 tone

// actionability

Vague, reused Engineered Studies show Build guardrails in: Judge with a Reuse a prompt

prompts yield prompts specify engineered define excellence shared rubric: library; compare

generic output role, context, prompts score and require accuracy, relevance, side-by-side
missing audience constraints, higher on usefulness varied examples tone, actionability and blind-review
and learning goals format, and than basic prompts outputs

success criteria -



stake 6: Letting Al Erode Learner Agency and Equity

Epistemic agency first:
learners think, draft, or solve
before consulting Al

The convenience trap:
Q Al as main source atrophies
search and verification skills

Accessibility: review all Al visuals,
audio, and video against
WCAG 2.1 AA

Equity divides: home access,
teacher readiness, and low-level
vs. higher-order use

Countermeasures: disclose Al use,
keep human feedback loops,
audit for accessibility




Practical Strategies:
The Before-During-After Al Use Routine

E IR . o

Before During After
e Before: classify data, e During: prompt with role, e After: verify claims and
confirm approved tool, audience, constraints, citations, run quality and
plan human judgment points format, success criteria accessibility checks

e ® Team habits: approved-tool list, named reviewer, shared prompt library

' e Define the escalation path for privacy, legal, or learner-safety concerns

E ® High-stakes deliverables need a spot-check protocol before release



Scenario Practice:

Spot the Mistake, Choose the Countermeasure
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Fabricated Pasted Over-automated Recycled
citation learner roster feedback generic prompt

Six short education and L&D cases, each hiding one or more mistake patterns

Name the mistake cluster, the risk (accuracy, bias, privacy, equity, automation, evaluation),
then the countermeasure

Case types: fabricated citation, pasted learner roster, over-automated feedback,
recycled generic prompt

Debrief in pairs: surface disagreements — reasoning matters more than score

Avoid rewarding term recall over applied judgment



Self-Audit and Your 30-Day Action Plan

. Rate current team practices
V= against the checklist; flag your Self-Audit

o =
top two gaps '
Reuse Cluster self-assessment I ‘ &
II scores from the session start
l REVIEW

to measure movement AND SIGN OFF

Commit to one workflow
o change and one team habit
within 30 days
Your 30-Day Action Plan

Small teams: document tool
‘...‘ approvgls, review duties, PR S0t
e escalation contacts — change amp
no compliance office needed

Igm! Schedule 30-day check-in
and 90-day review; confirm
where approved tools and
support live

One team habit



Key Takeaways and Next Steps

Six recurring mistakes, one root cause: Al output
treated as finished work

Durable routine: classify and plan before, prompt
with constraints during, verify after Al output

ot : : , input
Verification habits: stop, investigate the source, as draft NP

find trusted coverage, trace claims

Al literacy grows in phases — awareness, exploration,
application, fluency — keep practicing

Next: distribute checklist and prompt library, complete

judgment
30-day commitments, book review Judg
@ Before ~ " During After
Classify and plan now  Promptwith Verify

constraints

Al literacy ‘@ > Q S

grows in phases =

Awareness Exploration Application Fluency

Needs human



PersonWise.

PersonWise - Al digital-human course platform

Scan the code or click anywhere to watch this course live, with voice Q&A

personwise.ai/t/54c2a3cf/public


https://personwise.ai/t/54c2a3cf/public?entry_surface=public_courseware_pdf

