Demilitarized Zone Computer Networking:
Concepts, Purpose, and Examples
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What a DMZ Is and What It Is Not
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e Hosts services that must be
reachable from the outside

“ o A physical or logical subnet
separating internal LAN from
untrusted networks

e A design pattern and zone —  Does not replace patching,
not one machine or one hardening, or identity-based
firewall rule controls

B
e Semi-trusted: between untrusted internet
and highly trusted internal systems




Why Segmentation and a DMZ Exist

* Flat networks let one
compromised host reach

1) Flat Network: No Segmentation
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» Defense in depth: firewalls,
IDS/IPS, WAFs, patching,
least privilege, monitoring

2) Segmented Network: With DMZ

* Default deny: block all,
permit only justified flows;
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Zones, Firewalls, and Traffic Flow

OPTION 1: SINGLE MULTI-HOMED FIREWALL
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® Three zones: untrusted
internet, semi-trusted DMZ,

UNTRUSTED INTERNET [ SEMI-TRUSTED DMZ ] TRUSTED INTERNAL NETWORK
trusted internal network
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® Enforcement at every boundary, | Interface F ...

not just at the internet edge !

External > Internal Systems
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® Single multi-homed firewall | ®
vs. two firewalls in series (
Internet Internal
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® |nbound to published services;
controlled DMZ outbound:; OPTION 2: TWO FIREWALLS IN SERIES
scoped DMZ-to-internal flows UNTRUSTED INTERNET 1 [ SEMI-TRUSTED DMZ TRUSTED INTERNAL NETWORK

® Bastion and jump hosts:

hardened admin access, — > ?T\ P T _e >| | ._
off application traffic paths €«-X @)

External . Published Services Internal Systems
* Key question: should the DMZ Users Firewall 1 Bastion / Jump Hosts ~ Firewall 2 and Users
. ! A
initiate connections inward? : :
Usually no ~-|  Scoped DMZ-to-Internal Flows |’
) (least privilege only)
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Design Principles and Rules of Engagement

.
Sl /i S e it i s e s . sl s e v O i S e G G | i . - T

T - —— i —

;' Internet E f DMZ ‘: f Internal Zone
( @ | = Default deny: block all, : ! ! |
\ . . .. I I s 11
\ " then permit only justified flows : @ ' Default Deny: N
] Il Block Al ||
{ : AT |
I 1 i 1 11
.:"\" . . Ly ! —‘\ : { L 11
( Q | = Least privilege: specific hosts LAX S ; | 1
\ 1 1 : 1 1 | | Owner: Network Team
\CE] and portsr hever WhOle SUbnetS : r:} T — "'I : 1 1 7| Justification: Business Need
= : .' : ! : S:v:il::e : : . Review: Ongoing
1 (:‘\_ - 2ol 1 Il
— 1\A) i 1 11
/ : o : | : :
\ = Separation of duties: unique ' ' " \
\ 8 8 | . ¥ : } = E : | Owner: Security Team
/ credentials and management paths :@—*; mmmmm [0 ) TP Lusiicaton: Requied
N [ | Sarilca 1 | | Review: Ongoing
: E FIREWALL e ) : :
—~ :@ >i ENFORCEMENTI |
|:f | | - Log DMZ traffic as untrusted: : i l ! ol B3 {1 Ot etoe Tea
=L/ denials, WAF events, unusual egress :@ =2 : App DRl e
N 1 1 1 Service 1 1 | Review: Ongoing
1 i : R |
| | I 11
o~ 1 1 1 11
. 1 1 1 I
@L | = Change control: review, test, ; i i N
)/ document, expire, re-certify rules \ ) N ey

——> Permitted Flow | v e ?;i Blocked Flow ‘ —O— Single-Port Permit (Narrow Access)



What Typically Lives in a DMZ — and What Should Not

TYPICAL DMZ RESIDENTS

Web Servers
Reverse Proxies
Load Balancers
Mail Relays
External DNS

WAFs

VPN Gateways /
VPN Concentrators

~

MUST NOT RESIDE IN THE DMZ

gﬁ Sensitive Databases

Domain Controllers

Internal File Shares

NO) Backup Controllers

(V) - Standard residents: web servers, reverse proxies, load balancers, API gateways, mail relays, external DNS, WAFs

N/

Q) - Remote-access gateways and VPN concentrators: common DMZ residents, though ZTNA shifts some designs

@ - Each belongs because it legitimately accepts connections from the internet

& - Never place here: sensitive databases, domain controllers, internal file shares, backup controllers

& - Anti-pattern: placing systems in the DMZ for convenience, not genuine public reachability



Example 1: Basic Screened Subnet with a Single Firewall
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Single Firewall
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TCP 443 DB Port
I (Specific Host)
1
Admin Access i
% > Public Web Server ===+ = = = = = =
(DM2Z) I Blocked
"""" x o i (Broad Internal Subnets) Internal [')atabase
Internet Blocked ! (Inside)
Three-Interface Firewall
Legend
Outside ' DMZ | Inside ! ——P Allowed
(Internet) | ! ! ===~ Denied

® Three-interface firewall: outside (internet), DMZ, and inside interfaces

® Public web server placed in DMZ, serves TCP 443 from internet

® Internal database behind inside interface, reached only by web server

® Allowed: internet->DMZ:443; DMZ - specific DB host:DB port; admin->DMZ

® Denied: internet— internal, DMZ- broad internal subnets, unneeded inside-» DMZ

® Single firewall is a single point of failure; harden and monitor heavily




Example 2: Dual-Firewall DMZ and Cloud DMZ
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® Dual-firewall: external firewall guards internet-DMZ; internal firewall guards DMZ-internal.
® Each firewall keeps its own independently tuned rule set. y Permitted Flow
. s " : . Allowed
® Gain stronger compartmentalization and possible vendor diversity. : ;
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® Cost: higher expense, more devices, greater operational complexity. (Denied)
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® Flow: user — internet — cloud WAF/load balancer — DMZ app tier — restricted internal data tier. G
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Common Misconfigurations and How They Fail
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services and
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HOST-PLACEMENT LEDGER FIREWALL / RULE BASE (EXAMPLE)
O MUST NEVER BE IN THE DMZ SOURCE DESTINATION SERVICE
@ Database Servers Internet DMZ Web Server Web
3 File Servers Internet DMZ Mail Gateway Mail
Domain Controllers DMZ Any Internal Any Any
l—_-:_—l Internal Management Systems DMZ Admin Host Internal Servers Management

Overly broad DMZ-to-internal
rules create a direct path
inward

Shared credentials or domain
trust silently defeat the
boundary

Unpatched services and
exposed management ports
invite compromise

Missing logging leaves DMZ
activity invisible and hard to
investigate

Shadow IT and stale
temporary rules quietly
widen the attack surface

PURPOSE

Allow ‘
Allow
Temporary Access .

Admin Access I



Monitoring, Detection, and Incident Response in the DMZ
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EXTERNAL SIEM (OUTSIDE THE DMZ)

Cross-Zone

Port Scans

Repeated Unexpected
Authentication DMZ Egress
Failures

—

e Centralize logs in an external
SIEM: firewall, WAF, DNS,
authentication

¢ Baseline normal inter-zone
traffic; alert on deviations
and unexpected egress

e Place IDS/IPS at both
boundaries: internet-DMZ
and DMZ-internal

e Watch for port scans,
repeated auth failures, and
forbidden destinations

® Assume compromise: design
and rehearse containment
and rollback



DMZ in Cloud, Hybrid, and Zero Trust Contexts

Zero trust reframes the DMZ: identity, least privilege, per-session verification
Stack topology-defined controls (zones, subnets) with connection-defined controls
Cloud equivalents: VPCs, public/private subnets, WAFs, API gateways, private link
Hybrid designs link on-premises DMZs to cloud and third-party services
Zone-based thinking still matters in 2026 as enforcement shifts to policy engines

Zero Trust Overlay: Identity, Least Privilege, Per-Session Verification \
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Cloud Environment ' Third-Party Services

| Public Subnet !

DMZ
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' | Secure Hybrid @

Link b ‘
Internal WAF / SaaS / External
Network | API Gateway Services Services

Private Link / Private Connectivity

lr“ e Zero Trust Overlay Topology-Defined Controls Zone Boundary Connection-Defined Controls
/) (Identity, Policy, Verification) (Zones, Subnets) (Trust Boundary) € 3 (Secure Connections)




Oniyiequited ° Harden DMZ hosts: minimal packages,

services open only required services, no dev tools or

default accounts

—e HTTP (80)
—e HTTPS (443)
—e DNS (53)

Patch public-facing and crypto services
A ) faster than standard cycles—they are

2. Patch Cadence first targets

Public-facing and ; A
crypto services  * Faster cycles Rule hygiene: owner, business
justification, review date, expiration,

Standard , Standard and re-certification
services cycles

P -

t . : Configuration drift: temporary test
3. Firewall Rule Card : :
. rules can persist for years without
amms : regular firewall audits
s 2B EH O O
amm O s K

.- Owner Business Review Expiration  Re-certification Validate with controlled scans,
Justification Date authorized pen tests, and

internal pivot tests

Host-Placement Ledger: What Belongs in the DMZ vs. What Must Never Be There

Belongs in Web Mail @ Public Must Never Be g Databases == Internal O-O Directory
the DMZ servers gateways DNS inthe DMZ (==J applications (L3 services




Hands-On Lab: Designing and Verifying a Small DMZ
@t - Goal: design a small

DMZ viithifirewalliweb | - e —= 2 — . R e o _ERE— ‘
server, and internal ;
database

FIREWALL
- Tasks: define zones, .

write allow/deny rules,
map traffic matrix

- Verify: test external,
@Q DMZ, and internal
connectivity paths
?f - Tools: Packet Tracer,
Q® GNS3, Linux netfilter, | ~~~" """ """ 777777 R
or cloud simulators ——P Permitted Flow
= = = = X» Blocked Flow

P
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o ——

- Watch for: missing

implicit deny, overly TEST VIEWPOINTS
bibadllE: ftestod TRAFFIC MATRIX (MAP ALLOW{DEENY) RULES (WRITE ALLOW / DENY RULES)

denied paths Source \ Destination | ExternalZone | DMZZone | Internal Zone ALLOWED RULES DENIED RULES Btarnal
[ ' @ Viewpoint
External Zone
=] DMz
DMZ Zone [-- ) Viewpoint
Internal Zone Internal
Viewpoint

1  Define Zones | * 2 Write Rules




v) Key Takeaways and Review Questions

—— SEMI-TRUSTED ZONE (DM2)
= Controlled Access

@ TRUSTED ZONE
Internal Network

- CORE PRINCIPLES -

@ UNTRUSTED ZONE
Internet

DMZ is a design pattern, not a product: controlled
separation, not absolute security

= e = =
- am = - e

Core principles: default deny, least privilege, explicit flows, @ O N\/

monitoring, change control

CO "=

Never in the DMZ: sensitive databases, directory services, DEFAULT DENY LEAST PRIVILEGE MONITOR AND

backup controllers o o " CHANGE-CONTROL
ock by default. Ive users an : s

Review: Why is the DMZ semi-trusted? How does zero trust Allow only what systems only the c;?lrgitgjur?tﬁ:yc?aonnglg

ghianggntd is required. access they need. with discipline.

Next steps: audit a network, draft a flow matrix, fix placements L R )

NEVERIN Sensitive 8—%8 Directory ? Backup
THE DMZ Databases Services = Controllers

® Why is the DMZ semi-trusted?

REVIEW
QUESTIONS @ How does dual-firewall separation support the DMZ design?

@ How does zero trust change the DMZ model and access approach?

= .
t?/’ NEXT STEPS ‘ audit a network, draft a flow matrix, fix placements
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