Personalized Security
Awareness Tools:
Selection and
Workflow Design

® Personalized security awareness: adapting
content, timing, channels, and difficulty to
roles, risks, and behavior

® Addresses generic training fatigue, low
engagement, and high-risk user needs

® Course roadmap: assessment, levers,
tool evaluation, data alignment, workflow,
measurement, governance, action planning

® [earn to shortlist tools, design pilots,
plan rollouts, and report ROI
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Why Personalization Matters in
Security Awareness

One-Size-Fits-All Training Personalized, Risk-Relevant Learning

N/

COMPLIANCE - / This could
TRAINING 5 i apply to you.

Everyone. ) ' W
Every year. é Review this scenario

based on your role

— G i and access.

No exceptions.

A

- Annual, compliance-driven training shows limited impact on real behavior change

Q - Evidence: Embedded training cuts phishing clicks, but effect varies by lure type
29 - Highest risk: privileged users, finance, engineering, executives, and new hires
"

x_s - Adaptive programs deliver sustained risk reduction and faster incident reporting

@ - Outcome metrics: fewer incidents, stronger audits, and improved security culture




From One-Size-Fits-All to Human Risk Management

=
Shift from annual | ~——
compliance training to
continuous, data-driven O Role-Based
human risk management o _ What

Risk-Based Behavior-Based
Mature programs run both Who When
compliance-driven and < Ny
risk-driven tracks

. Human
Targeting logic: risk-based Risk
who, role-based what, Management
behavior-based when

Dynamic risk scoring
connects awareness to
measurable control surfaces




Core Personalization Levers

for Awareness Programs
% h—

O e Role-based tracks:
03540

G finance, IT, HR,

executives, contractors

e Behavior triggers : [ p—
from failed phishing

simulations and incidents

Difficulty

Channel

=2 ° Multi-channel coverage:
Q, - email, SMS, voice,
deepfake scenarios

@} e Adaptive difficulty and
reinforcement based on

= past performance
e Language, format, and
@ accessibility preferences
included




Evaluating Personalized Security Awareness Tools

CANDIDATE TOOL

FIELD GUIDE SPECIMEN

n\ CONTENT
QUALITY

Data signal depth & integration
reach (HRIS, SSO, LMS, SIEM/SOAR)

Role-based libraries, localized
content, and OSINT-driven realism

Analytics maturity: transparent
risk-scoring and exportable reports

Compliance fit, scalability,
and privacy posture

Demo tests: prove scoring logic
and integration depth live



A Weighted Scoring Framework
for Objective Decisions

» Weighted model: risk measurement
éié (25%), simulation depth (20%),
content quality (18%), integrations
(17%), administration (12%),
security/privacy (8%)

) ) {:g Integrations
* Adjust weights to your mandate: 4
behavior change, compliance T )

artifact, or hybrid Privacy
‘ El Content

* Red flags: no risk scoring, no
multi-channel coverage, vague
risk models

Quality Decision

* Run a 30-60 day proof of concept
with defined success metrics




' Aligning Personalization Data
with Existing Systems

* HRIS attributes, phishing
results, incident history,
and e-learning progress
enrich risk profiles

=—— HRIS Attribute
* Map identity-to-risk while
respecting data minimization

and proportionality principles o Phishing Result

o Partner with [T, security, o—— Incident History

and privacy teams on data

flows, access, and retention
[imit .
L Risk Score

] E | (Minimized Core)

* Define fallback rules for
incomplete or poor-quality
data before activation




Privacy, Legal, and
Trust Considerations

- GDPR constraints: lawful basis,
@ legitimate-interest assessments,

and DPIAs

- Avoid surveillance perception:
't transparency, notice, purpose limitation

090 - Works-council limits on per-user
m-ﬂ scoring; prefer aggregated reporting

avoid blame culture

@ - Communicate purpose to build trust,



Workflow Design: From Profile
to Personalized Training Plan

Targeted

Baseline Simulation Re-assessment

Module

=

Personalized
Training

Empl
SLLIES Plan

Profile

—————————————

Define user segments from role, access, and behavior data

Prioritize privileged and high-risk cohorts for intervention

Map workflows: baseline assessment, targeted modules, automation

Schedule reinforcement by risk tier: monthly high, quarterly medium

Document fallback rules for missing data to keep programs maintainable




Stakeholder Collaboration

and Change Management

e Engage IT, HR, legal, privacy,
communications, and business
leaders early

e Communicate the why and how
of personalized training
transparently

e Avoid surveillance perceptions
and blame culture; focus on

enablement - O 1\\ fm
o Secure leadership buy-in for Security ) ,\ Privacy
budget, data access, and >

policy changes i

e Pilot with a high-value group, @ C@ \

Business Comms

define metrics, then J Unit .
scale rollout ~' \




LEADING INDICATORS LAGGING INDICATORS

7 0

ENGAGEMENT DEPTH INCIDENT COUNT
REPORTING RATE DWELL TIME

Leading indicators drive action.
Lagging indicators confirm risk reduction.

Measuring Impact and Demonstrating ROI

Track leading indicators: reporting
rate, time-to-report, and repeat
failures

Lagging indicators confirm risk
reduction: incident counts, repeat
offenders, audit findings

Dashboards should show risk-score
trends and cohort improvements,
not raw activity

Translate metrics into business
terms: breach probability, dwell time,
Protection Level Agreements

Review metrics monthly (leading),
quarterly (cohorts), and annually
(ROI)
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Common Pitfalls and
How to Avoid Them

® & @ &

Over-segmentation creates
unmanageable content complexity

Privacy backlash from
perceived surveillance

Measurement theater tracks
completions, not behavior change

Weak integration and artificial
content drive adoption failure

Neglecting localization and
accessibility undermines programs

NEGLECTING
LOCALIZATION & \
ACCESSIBILITY

Ve
TS

: OVER-
SEGMENTATION




Action Plan: Building Your Personalized
Awareness Program
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Current State Tool Selection PoC Pilot Rollout

Understand where Evaluate and select Validate value through Design and run a Scale with governance
you are today the right tools a structured trial controlled pilot and continuous improvement

T Q ¢ Q
S ——— Collect Feedback I - Decide & Scale TN

Shortlist and score tools with weighted criteria

Run structured 30-60 day proof of concept with defined metrics

Design pilot workflow, governance, and data ownership

Set rollout timeline and continuous improvement loop




Key Takeaways
and Next Steps

e Personalization is a business-risk
decision, not just a content decision

00o @ Strongestprograms combine
NN risk-based, role-based, and
behavior-based targeting

//'l] ® Anchor tool selection to

measurable risk reduction

® Privacy and integration readiness
are gatekeeping criteria

L= e Map your data and risk profile,
v— shortlist tools, design a pilot,
establish metrics




PersonWise.

PersonWise - Al digital-human course platform

Scan the code or click anywhere to watch this course live, with voice Q&A
personwise.ai/t/05765fe7/public
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